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Threat Detection with
Log Monitoring
 Authentication & Accounts:

– Large number of failed logon attempts
– Alternation and usage of specifc accounts (e.g. DSRM)
– SID history

 Process Execution:
– Execution from unusual locations
– Suspicious process relationships
– Known executables with unknown hashes
– Known evil hashes

 Windows Events:
– Service installations with rare names in monitored environment
– New domain trusts

 Network: Port Scans, Host Discovery (Ping Sweeps)
 (Web) Applications: 5xx Errors, specifc exceptions



  

Problems?

Source: https://github.com/iadgov/Event-Forwarding-
Guidance/tree/master/Events

Source: https://adsecurity.org/?p=1714

Source: 
https://findingbad.blogspot.de/2017/01/hunti
ng-what-does-it-look-like.html



  

Problems!

 Lack of standardized description format
– Great blog posts, log signatures as unstructured text
– No generic format like YARA or Snort rules

 Heterogeneous environments:
– The n+1 SIEMs problem
– Efcient distribution of log signatures for different systems

 Different SIEM products cover different signatures
 Vendor lock-in



  

                

 Generic signature format to describe interesting log 
events

 Open repository for Sigma signatures
 Converter that builds queries from Sigma signatures



  

It’s open source!



  

Rule Format

 Sigma rules are written in YAML
 Scope defnition: which log sources are relevant?
 Search identifers: Event IDs, values, strings

– Lists of values
– Key-value pairs that associate a log feld with a value 

 Condition:
– Logical connection of search identifers
– Aggregation/correlation of matched events

 Metadata: title, description, author, state, (severity) level, 
reference, hints for identifcation of false positives



  

Rule Example:
Mimikatz Detection



  

Rule Example:
WCE Detection



  

Rule Example: Webshell 
Reconnaissance Activity



  

Rule Example: Relevant AV Events



  

Rule Example: 
Suspicious Login Attempts



  

Example: Django Exceptions



  

Sigma Converter

Conversion of a Sigma rule into three 
different query languages:

 Splunk

 Elasticsearch

 LogPoint

Conversion to frontend/tool 
confgurations:

 Kibana searches

 Elastic X-Pack Watcher alerts



  

Challenges in Rule Conversion

 Usage of different feld names
– Solution: feld name mappings from Sigma rule feld names to SIEM/environment specifc 

names

 Inconsistent feld names, multiple felds for one purpose
– Solution: 1:n feld name mappings

 Field names depend on event type, e.g. LogPoint has four names for 
SubjectAccountName or UserName.
– Solution: Conditional feld name mappings

 Log sources match to subsets of indexed log data: you don’t want to search web 
server logs for Windows security events
– Solution: match category/product/service tuples to index patterns and conditions

 Rules refer to subsets of values which are environment-specifc, e.g. client systems
– Solution: place holders



  

Sigma Converter Confgurations

 Sigma repository contains SIEM-specifc confgurations 
as start points
– ELK
– Splunk
– Logpoint

 Environment-specifc confguration must be added 
 Sigma converter generates queries

– with mapped feld names
– with additional conditions to narrow query to relevant data set



  

Sigma Converter Confgurations 

ELK Splunk



  

Sigma Converter Logpoint Confguration



  

Conversion Process
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Backend Implementation: Splunk



  

Contributors and Community

Github:
 Florian Roth: initiator, specifcation, main rule contributor, creates Sigma rules from 

blog articles before you’ve fnished to reading them ;-)
 Thomas Patzke: Sigma converter, a few rules
 Michael Haag, Nate Guagenti, Ilias el Matani, Omer Yampel, Dimitrios Slamaris, 

yugoslavskiy:, @secman-pl created or improved rules
 Ben de Haan: LogPoint backend
 Devin Ferguson: X-Pack Watcher backend
 Julien (@juju4): Integration tests

Collaboration: Slack Channel, Ops Trust Community
 Discussion of current and general threats
 Collaboration on new rules
 Invite only: trusted exchange of sensitive information



  

Current State and Future Work

 Many rules, good coverage of new threats and research
 Conversion to Splunk, Elasticsearch query strings and Logpoint

– Further backends required
– Support for aggregations incomplete
– Placeholders not yet implemented
– More output options, e.g. complete dashboards, Splunk apps 
– Further minor issues

 MISP integration
– Field for Sigma rule was introduced to MISP
– Integration of syntax checking in MISP
– Tool for generating Sigma rules from MISP data

 Supporting tools for creation of Sigma rules from source code
 Testing!



  

Questions?

 Rules + Code: https://github.com/Neo23x0/sigma
 Documentation: 

https://github.com/Neo23x0/sigma/wiki
 Thomas Patzke 

       @blubbfction
       thomas@patzke.org

 Florian Roth
       @cyb3rops
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