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PART 1: AUTOMATED EXPLOIT
GENERATION




EXPLOIT WRITING CHALLENGES

* TIME CONSUMING

* HEAVILY MANUAL INTENSIVE PROCESS
e DISCOVERING MEMORY LAYOUT
* FINDING BAD CHARACTERS

« WHILE (EXPLOIT DOESN'T WORK == TRUE):

* START PROCESS, ATTACH DEBUGGER, CRASH, MODIFY EXPLOIT



EXPLOIT WRITING METHODOLOGY - BOF

e STANDARD PROCESS
* FIND EIP OVERWRITE LOCATION
* EXAMINE MEMORY LAYOUT, REGISTRIES
 SOMEHOW JUMP TO SHELLCODE
» (GENERATE SHELLCODE

e PUT ALL TOGETHER
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*  WILL BE RELEASED AFTER THE CONFERENCE



WHAT CAN IT DO?

» (CURRENTLY WORKS FOR CLASSIC BOFS

 CAN BYPASS ASLR

* WORKS FOR NETWORK AND FILE BASED EXPLOITS

e WILL CREATE A SUCCESSFUL EXPLOIT FROM A SIMPLE CRASH

* AUTOMATES THE ENTIRE PROCESS (EVEN FINDING BAD CHARACTERS!)
* NO NEED TO MANUALLY START THE PROCESS / WINDBG



THE LOGIC

* FIND EIP OVERWRITE LOCATION / OFFSET

 FIND REGISTERS POINTING TO THE BUFFERS

* FIND BAD CHARACTERS

* FIND A WAY TO JUMP TO THE SHELLCODE (JMP, CALL, ETC...)
e (GENERATE SHELLCODE

e PUTIT ALL TOGETHER
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Command Prompt Sl
THISIPC

vautoexploit>autoexp.py —e class—minishare.py
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WHAT HAS TO BE CHANGED?

DEF EXPLOIT (SELF) :

wirmwn

THIS FUNCTION RUNS THE ACTUAL EXPLOIT

SLEEP (1)

SOCK = SOCKET .SOCKET (SOCKET.AF INET, SocKET.SOCK STREAM)
SOCK.CONNECT (('127.0.0.1",80))

MESSAGE = "GET " + ''.J0IN(SELF.BUFFER) + "™ HTTP/1.1\R\N\R\N"
SOCK . SEND (MESSAGE)

SOCK . CLOSE ()
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THE FLIPSIDE OF THE COIN

PART 2: JAVASCRIPT ANALYSIS
AUTOMATION



BROWSER EXPLOIT REVERSING CHALLENGES

e TIME CONSUMING

e CHALLENGING PROCESS
e |F ANALYZED WITH THE BROWSER'S BUILT-IN DEBUGGER — FINDING THE RIGHT BREAKPOINTS

e |F ANALYZED WITH EXTERNAL JS ENGINE — NO DOM

e GETTING AROUND ANTI-DEBUGGING, ANTI-REVERSING TECHNIQUES



BROWSER EXPLOIT REVERSING METHODOLOGY

DEOBFUSCATE CODE

CATCH THE FUNCTIONS BEFORE THEY EXECUTE
* BREAKPOINT

e (QOVERLOAD FUNCTIONS

LOCATE THE EXPLOIT CODE

UNDERSTAND SHELL CODE



THE TASK
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* A TOOL WHICH CAN AUTOMATE THE JAVASCRIPT DEOBFUSCATION ==
e MAKE IT IMPOSSIBLE FOR JS CODE TO FIGURE OUT IT IS BEING REVER
e HAVE THE MALWARE RUN IN ITS NATURAL ENVIRONMENT: A REAL BR(

e STOP AT EXPLOIT 5

* MINIMUM MANUAL INTERACTION




SO?

DONT BIIEAI( OUT-OF lAIl




THE TOOL

HARVESTING THE AWESOME POWER OF WINDBG!

WITH SOME PYTHON HELPER CODE
USES THE “PYKD" EXTENSION FOR WINDBG

WILL BE RELEASED AFTER THE CONFERENCE



WHAT CAN IT DO?

e (CURRENTLY WORKS FOR IET1

» DEOBFUSCATES EVAL BASED CODE
* STOPS AT EXPLOIT

 LOGS EACH SESSION TO NEW FILE

e AUTOMATES THE ENTIRE PROCESS



FINDING THE PEEKING HOLE

e FIND THE RIGHT FUNCTION
* BEST TO USE DYNAMIC ARGUMENTS
e FIND THE POINTER TO THE ARGUMENT
e CHAIN.PY TO THE RESCUE!

> IPY CHAIN FIND -A OXx0490AFCO -L 1 -R ESP -DW 20

bu jscript?!Js::ScriptContext::IsinEvalMap
".echo EVAL(dyn)--—---;.printf \"%mu\", poi(esp+0x18);.echo;g"



AUTOMATING THINGS

* AUTO ATTACHING WINDBG TO BROWSERS IS A CHALLENGE
« THE WDS

o SET UPALUNIQUESEOSXEILE

* |GNORE UNNEEDED BREAKS

o SET UP BREAKS E@RUINEEDEAECEERFOINSINRES

e SET UP A FINAL MEANS TO CLOSE THE LOGFILE ON EXIT

* SET UP THE LOGGING BREAKPOINT

foreach /s (exc "ct et cprId ud ser ibp iml asrt aph eh clr clrn dm ip dz iov
ch hc Isqg isc 3¢ svh sse ssec vs vepp wkd rto rit wos *) {sxi ${exc}}
foreach /s (exc "epr sbo sov gp ii av") {sxe ${exc}}



Help

Language Settings Macto R Plugns Window 7

DEMO #1 — STRESS TEST
OBFUSCATED JS
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DEMO #2 — ACTUAL EXPLOIT
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SOURCE CODE

GITHUB.COM/THEEVILBIT/EXPLOIT_GENERATOR
GITHUB.COM/SZIMEUS/EVALYZER

CONTACT

o« (CSABA:

e FITZL.CSABA@GMAIL.COM

o TWITTER: @THEEVILBIT
* MIKLOS:

e SZIMEUS@GMAIL.COM




