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Don‘t give them anything for free

It‘s your home, you fight



ldea

Do at least something against the Cryptocalypse

Check SSL, SSH, PGP crypto Settings in the most
common services and certificates:

— Apache, Nginx, lighthttp

— IMAP/POP servers (dovecot, cyrus, ...)
— openssl.conf

— Etc.

Create easy, copy & paste settings which are
,OK“ (as far as we know) for sysadmins.

Many eyes must check this!
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Practical settings

SSL

— Apache

— Nginx

— Overview different SSL libs: openssl/gnutls/...
— Openssl.conf settings

IMAPSs

SMTP: opportunistic TLS
SSH

OpenVPN

PGP

PRNG settings in the kernel



Participation

* Authors: cryptologists, sysadmins, hackers
* Apply for write-perms
 World-readable



Code

https://rhodecode.plunge.at/ach/
ach-master

Mailinglist: ach@lists.cert.at



