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* General Overview Guillaume PRIGENT

* Internal details Jean-Baptiste ROUAULT

* Demonstration session : TOR Manuel VIVES
topology Sylvain GERARD

* Interactive session : suricata Manuel VIVES
topology Sylvain GERARD
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* hynesim is an information system simulation platform.
* Thanks to its realistic and immersive aspects, hynesim is
ideal for :

Ergonomical infosec training platform !
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* Designed to be ergonomical and accessible to novices and
experts alike, the hynesim interface includes numerous

features :
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Distributed simulation

* To be able to simulate large information systems, hynesim
was designed from its inception with the ability to harness
the power of a cluster of machines simultaneously.

 Depending on the simulation needs, hynesim can create
virtual entities based on :

* To manage those entities, hynesim integrates interaction
channels with the virtual machines, as well as automatic
data flows generation.
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General overview

Operator /
Instructor

Simulation control bus

\ Ll

Hosting platform
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hybrid netwo& simulation

Hynesim simulator

Hybrid communication bus, between the real and the virtual
« worlds »

Real world information system

Defender /
Trainee
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hns master entity hns master hns master sghd
catalog topology catalog (S0Lita)
(Directory) (Directary)

hynesim v2.0 « Master »

‘ (hynesim component)

DiaMesh (diateam component)

z\t hynesim v2.0 compliant « Hypervisor Host Operaring System »

=7 « Debian 6 stable — Squeeze » kernel 2.6.32

hynesim v2.0 compliant hardware platform (Ex. : DELL R410/R510)

Administration
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hynesim « Master+Node » design
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Thanks for your attention.
Any questions ?
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