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Some words about myself

M Personal background
PhD student and researcher at University of Bonn & Fraunhofer FKIE
Research focus: Reverse Engineering

Work focus: malware analysis and botnet mitigation

M Projects
Author of 2011 ENISA Botnet Study [1]
PyBox [2]

Userland-hooking framework (with Felix Leder)

AntiRE [3] i

An Executable Collection of Anti-Reversing Techniques N

EYBoxl

[1] http://www.enisa.europa.eu/act/res/botnets/botnets-measurement-detection-disinfection-and-defence
[2] http://code.google.com/p/pyboxed [3] https://bitbucket.org/fkie cd dare/simplifire.antire
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IDAscope
... in a nutshell

® An IDA Pro extension for easier (malware) reverse engineering.

B Motivated by the current workflow of working with IDA Pro.

Repeat: ,Identify relevant parts of the binary; tear apart; document findings.”

B Common tasks:

Malware RE usually starts with the corner pieces: strings, API calls, signature hits, ...

. API calls are a good indicator for function semantics.
Reoccurring need for looking up things in MSDN.

. Switch windows time and time again...

. C&C communication schemes are of high interest!

Find and understand cryptographic routines used.
H |dea:

Provide automation/integration of
~helpers” that assist with regularly performed tasks.

Plug-In Cont®sg 2012: Hall Of Fame

Contests 2012 2011 2010 2009

This year the plugin contest gathered five contestants. But as you know, there can only be
ona, well, two winners!

Based on the plugin's functionality, robustness, usefulness, ease of use and documentation,
we declare the following winners:

1. Aaron Portnoy, of Exodus Intelligence, with the IDA Toolbag
plugin

2. Daniel Plohmann, of the Fraunhofer FKIE, with the
IDAscope plugin

Congratulations to both! We are pleased with the improved plugin quality and complexity.

Below is the list of all submissions in no particular order. All contest entries are interesting
and useful:
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IDAscope
Overview

B Functionality organized in tabs

B Main window can be dragged around like every other IDA view.
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IDAscope: Features
1) Function Inspection

3

%% ¢ CI A
1 2

4 5

®m Tagging of functions

| simpliFiRE. IDAscOpe w1.0

& Function Inspection | L5 winapT Browsing I B crepto 1dentiication

S X4+

Functions of Interest (2011763}

™ orly dummy narmes

Address Name Blocks | Cach | Cert | CrSec | Crypt | Dit | Enum | FSear | Filel| Hash | Http | Info | Mod | Mutx | Pipe | Proc | Reg | Url | Virt | WiNet © | Wwsz | =
Based on API ca”s 1 |oxdz09f0 |sub_sz00F0 0 o o o Jo oo o Jofo 4 Jo o o Jo o Jo Jo o [z
2 0x40dd3e | Thread_MakelnetRe .. |0 o o o o 0o |0 o o o 15 o o 1) o a o o |0 7
Y o H H 3 0x42c024 |sub_42C024 1) o o o o 0o |0 o o o o o o 1) o a o o |0 5
APIS can be Speclfled Vla conflg 4 041229 |sub_41A29E 0 0 1 o o [ o 1 o 9 o o 0 0 [t} 0 o |0 S
. . . Bl Ox40e0bf |MakeInetRequest 0 0 o o o [ o o o 3 o o 0 0 [t} 0 o |0 4
Renaming with tags possible 5 [oxsa0se1 |sub_savses 5 o o fs o oo o folo lo o lo o o o o ol |
7 Ox42bfeb | InitInternetSession 0 0 o o o [ o o o 0 o o 0 0 [t} 0 o |0 4
. E | 8 0x42bfd7 |CloseSession 1) o o o o 0o |0 o o o o o o 1) o a o o |0 4
Xa m p e 9 0x42c56b |sub_42C568 1) o o o o 0o |0 o o o o o o 1) o a o o |0 3
10 | 0x40cf0a |sub_40CF0A 0 0 o z o [ o o o 0 o o 0 0 [t} 0 o |0 3
DownloadTOFiIe cons'sts 11 |0x42c515 |sub_42C515 0 0 o o 0 0 0 0 o fo o jo jo o 0 o jo o jo |3
12 |0x421227 |sub_421227 0 0 o 2 o [ o o o 0 o o 0 0 [t} 0 o |0 1
Of APl Ca”s tagged W|th 13 |ox41682e [sub_41682E 0 0 o o i 0o i o jo o jo jo o 0 o jo o jo |1
. 14 | 0x42c07F | CheckStatusCode 1) o o o o 0o |0 o o o 3 o o 1) o a o o |0 1
Flle and Network 15 |0x421281 sub_421261 1) o o o o 0o |0 o o o o o o 1) o a o o |0 1
16 | Ox42febd |CreateCustomUrStr.. |0 0 o o o [ o o o 0 o o 0 0 [t} 0 o |0 1
17 | 0x42c2ct | DownloadFromUr [1} i} a a a o |0 a a io i} a a [1} i} [t} i} a [0 1
18 |0x40077a |sub_400774 0 0 o 2 o [ o o o 0 o o 0 0 [t} 0 o |0 1
19 |0x42110d |sub_421100 0 0 o & o [ o o o 0 o o 0 0 [t} 0 o |0 1
20 |0xd42c14d | DownloadToBuffer 0 0 a a a o |0 a a a 0 a a 0 0 a 0 o |0 1
J:'Iljljress ||:'|PI Tag 21 |0x42117a |sub_421174 1) o o o o 0o |0 o o o o o o 1) o a o o |0 1
22 |0x4211af |sub_4211A8 0 0 o z o 0 o o o o 0 o o 0 0 a 0 o |0 1
1 |:|:.:42|:2|:||:| CreateFilew F||E-' 0x4Zcled |DownloadToFile 0 o o o Jo Joo o Jzfo jo fo o o fo o fo |o o |t 1
=
24 26200 | sub_4ZE200 0 0 o o o [ o 4 o 0 o o 0 0 a 0 o |0 a a
. 25 |Oxdl sub_414204 0 0 o o o [ o o o 0 o o 0 0 [t} 0 o |1 [t} [t}
2 quEEES? IntErnEtREadFIIE WINEt 26 | Dxd0fcDE 40FC03 0 0 a a a o |0 a a a 0 a a 0 0 a 0 o |2 a a
>7 Nwd2Nank | HFkeC D amioct HAL 0N n n n n n n n n n 1 n n n n n n n n n n :I
3 | 0x42c292 |FlushFileBuffers | File
Selected function contains the Folla API references with parameters:
q. D}:qzcz?z ertEFllE FIlE Address APT Tag Address Type MName Value
1 |0x42c20d | CreateFilew File 1 | 0x42c266 | LPOVERLAPPED |lpCverlapped 0x3
2 | 0x42c257 | InternstReadFile | WiNet 2 | 0x42c26e [LPCYOID IpBuffer O=FFFFFFFO
3 | 0x42c292 | FlushFileBuffers | File 3 | 0x42c26b | DWORD niumberCfBytesTolWrite | DxFFFFFFFS
& | URH20 il Fil 4 | 0x42c263 |LPDWORD IpMumberOfEytesWritten | 0x0
5 | Ox42c271 |HANDLE hFile 0x7
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IDAscope: Features
1) Function Inspection
e eOn

1 2 4 5

3

®m Coloring of basic blocks

Based on API semantics

Colors can be adjusted

M More an experiment :)

Memory Access

Multi

\
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IDAscope: Features

1) Function Inspection

XYY+

1 2 3 4|5

B Code to function conversion

Function prologues get handled first
Then remaining undefined areas

Opens these code sections to further analysis

THERITAZA
:88421A2n push ebp
:88421A28 mnov ebp, esp
BB4Z1A2D sub esp, 224h
-88421A33 push ebx
88421034 xor ebx, ebx
:868421A36 cmp dword ptr [ebp+8], 1
:88421A3A push edi
:@08421A3B moy edi, edx
- 88421A3D mnov [ebp-1], bl
|- - -- |:08421A40 jbe loc_u21B78
:88421A46 mov eax, [edi+u]
80421049 cmp [eax], bx
|- - - - |[-88421A4C jz loc_421B78

:88421A52 push esi
-88421A53 push eax
BB421A5L call ds:PathIsURLY
B0421A5A cmp eax, 1

- |-88421A5D jnz loc_421AFL4

X s B8421A63 push dword ptr [edi+4]

1 80421066 lea esi, [ebp-1Ch]

: :88421A69 or eax, BFFFFFFFFh

1 - B0421A6C call CreateStringStruct

Function name ;I
[#] sub_+1E010
[#] sub_41E320 ==
[F] sub_+1E352
[#] sub_41E399
|E|sub_41E3D6 ; httributes: bp-based frame
[F] sub_+1E430
Esub_415430 sub_421A2A proc near
=
%zzz-x:if FullPath= word ptr -224h
- String= string_t ptr -1Ch
[£] sub_41E547 var_18= dword ptr -18h
[#] sub_+1E5¢6F var_C= dword ptr —8Ch
|E|sub_41E59A var_8= dword ptr -8
[#] sub_41€5C5 var_1= byte ptr -1
[F] wideCharstrTansci arg_8= dword ptr 8
%::i:i: 888 push ebp
864 mov ebp, esp
(7] sub_41€725 _l;l 864 sub esp, 224h
d L4 228 push ebx
Line 494 of 1085 22C Xor ebx, ebx
ﬂu?nGraphovetyie.\t\l B X ggg ;Egh 5:2p+al‘g_ﬂ], B
L 230 mov edi, edx
238 mov [ebp+var_1], bl
230 jbe loc_ 421B78
Y

100_00% [(5,-33) [(17,155) [00020CzZA [00421424: sub 421424

\
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IDAscope: Features

1) Function Inspection
Y Y+

1 2 3 4 5

® Automatic renaming of wrapper functions

Credits go to Branko Spasojevic (author of Optimice) for providing the code!

bl b= b L
; Attributes: bp-based frame
; int _ stdcall ReadFile_@(int, LPUDID 1pBuffer, DWORD HumberOfBytesRead)
ReadFile_@ proc near
arg_B= dword ptr 8
1pBuffer= dword ptr @Ch
HumberOFByteskead= dword ptr  10h
@8@ push ebp
084 mov ebp, esp
084 push [} ; 1plverlapped
oe8 lea eax, [ebp+HumberDfBytesRead]
088 push eax ; lpHumberOfBytesRead
BAC push [ebp+HumberOfBytesRead] ; nHumberOFBytesToRead
10 mow eax, [ebp+arg_#]
@18 push [ebp+lpBuffer] ; lpBuffer
014 push dword ptr [eax] ; hFile
018 call ds:ReadFile
oey test eax, eax
08y jmz short loc H2ESCA
1
L ] L J
il o< EL el s B
fes or eax, BFFFFFFFFh
0A4 jmp short loc_42ESCY loc_M2ESC1:
B84 mov eax, [ebp+HunberDfBytesRead]
I
vy
i o EL
loc_W2ESCH:
065 pop ebp
BEd retn BCh
ReadFile_8 endp

Tdentified
Identified
Identified
Tdentified
Tdentified
Identified
Identified
Tdentified
Tdentified
Identified
Identified
Tdentified
Tdentified
Identified
Tdentified
Tdentified
Identified
Identified
Tdentified
Tdentified
Identified

ard
and
ard
ard
atud
and
ard
ard
atud
atud
ard
ard
atud
ard
ard
atud
and
ard
ard
arucd
atud

renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamned
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamned

potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential

wrapper
wEapper
wrapper
wrapper
wrapper
wEapper
wrapper
wrapper
wrapper
wrapper
wrapper
wrapper
wrapper
wrapper
wrapper
wrapper
wEapper
wrapper
wrapper
wrapper
wrapper

[O040531al
[O04025535]
[O04022311]
[O0405c67]
[O0410£50]
[0041lcadd]
[O041da??]
[O041daal]
[O041dae3]
[O04E0elc]
[O04EELTE]
[O04E73£7]
[O04Z82de]
[004Eb1ba]
[O04EbE3E]
[004Ek£h1]
[004Zd8a=]
[O04Ee53d]
[O04Ee57£]
[004Ze59a]
[O04Z6fe0]

to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to

[memepy_0]
[InitializeCriticalSection 0]
[memcmp 0]

[memecpy_ 1]
[CreateFileMappingll_0]
[VirtualQueryEx_0]
[CoInitializeEx_ 0]
[CoUninitialize_ 0]
[CoCreateTnstance 0]
[SerCupNIA 0]
[GdiFlush_0]
[Heapilloc_0]
[LoadLibraryW 0]
[PathMatchipecl_0]
[CreateEventW 0]
[WaitForSingleObject_0]
[ imp memset 0]
[SetFilePointerEx 0]
[EetFilePointerEx_1]
[ReadFile 0]
[SetUnhandledExceptionFilter 0

\
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IDAscope: Features
2) WinAPI Browsing

B Seamless integration of MSDN in IDA Pro

W accessible via shortcut on highlighted elements

®  Now also with online lookup!

©  But not multi-threaded / no backgrounded lookups yet

1) 0

: dwiilliseconds]
: hilandle

push  ebx
push  [ebpenManale]
call  ds:uaitForsinglesject

cmp can, 1020
jmz short Lloc RICI9C

L2 ]

' o & |

’E:I:Ih*muﬂu

InternetReadFile Function

Syntax
BOOL TnnermerBendliled
An  HINTERMET hPile,
“our LIWOID ipdwiifar.
Tin  CRED defabecd@yiesToled,
B e ]
P

Paramsers
Asien]
Fry e
cnp [ebpsnHuRberOFBYtesToWiEe], Blx sl
z short loc B2CEel Dusrter to s bulfar that recinas tha it
dmber¥EytesToeadlin]
=== Shrrbiar of Byt b ba i
push  ehx ; Lpbuerlapped b et esdl o]
1ea eax, [ebprhumber0fiyteswritten]
push  eax ; 1pMuRberDFRYERsUFLEERR panser 2 srbte oF byt risd. srvee chatkng.
push te] @ ke
push eipslpiubfer] ; lpBuffer Return Vake
E: ::5*1“"“ AL Foatuams T F ausonech, o FALSE ctbarvase. T gat
test CIH, CIN
jz short Loc WG9t Remarke
I_*l y Tygicaly, Mo i 3 ncpumrtil stonse of
Bykes. Tre rebmed i the A normal
prg— ot aachealite i tha sed of the b i reaad 4 ath
- TRLE 2l the gosds s, Th ¥
mau wax, [ebprntunberoliytes Tonite] Bechuma atharwita tha cache vl et be, st sl the b dovdoaded vl it b s
enp ax, [ebpsHuRboarOFRyEesidtton] Ve ok stroam et U INTERMET_FLAG_NO_CACHE_WRITE Mg,
jnz short loc_&2EE00
T ‘when Windiet Fi affort to maka r For the.
applakior. For sorvm bypes of indiermalion, such s FIP i i, & dFile )y KTV streors, 1 s s o e by e B, Fie
[ . xample, ¥ e of HTML s retum e tathe apphcation.
-
— ST BT ey L3 1 e 3 th sopkatirs bbb 10 sl bt I e ||
oy fa, [eBpebytesivitten] = dnan velrets Ty s chach that et . rmtrievee 5 chvc bl preveeay.
cap vax, [ebpedumlosdsilesize]
short lec A2C212 Redquirements
werndowsih
4 Winsdovedl 1000 Servee
= = L Version Interrvst Exploner 3.0 of Iater
= = } Header wineet.h
1m shart lac nnnnl Libwary et it
loc_h2ER91: i hEile oL Winiret. & =l
push  eni
call dszFlushFiledufiers |
moy [ebp+izinconpletebowmload], 1 ] S v 8 %

© Cyber Defense Research Group, Fraunhofer FKIE
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IDAscope: Features
3) Crypto Identification

B |dentification of cryptographic/ compression routines

Based on ratio of arithmetic/ logic instructions to all instructions in a basic block

Approach described in , Dispatcher: Enabling Active Botnet Infiltration using Automatic Protocol Reverse-

"

Engineering
Structures | &=

Imparts

by Juan Caballero et al.

DecryptStoredString proc near
novzx  eax, ax

1lea eax, cryptedstrings[eax=8]
xor edx, edx

xor ecx, ecx

cmp dx, [eax+2

jnb short loc_h18BC7

; int __usercall DecryptStoredsString<eax>{unsigned _ int16 cryptedStrindex<ax>, int resultBuffer<edi>)

")
loc_418BAF:

nov edx, [eax+h]
mouzx  esi, cx

nou dl, [edx+esi]
xor dl, [eax]

®or d1, el

inc ecx

nou [esi+edi], dl
cnp cx, [eax+2]

jb short loc_b18BAF

novzx
noy
retn

loc_418BC7:

eax, word ptr [eax+2]
byte ptr [eax+edi], O

DecryptStoredString endp

SimpliFiRE IDAscope 1.0

& Function Inspection | K1 WinAF Browsing

[

B crvpto tdentification

ArithmeticfLogic Hedristic

arithLog Rating: [30,00

'
Basic Blocks size: [g —

- | [100.00

- | [100

Allowed calls: [0 _t

I
|

14 blocks from & total of 750 blocks matched with the above settings.

—

I™ Exclude Zeroing
¥ Looped Blocks only

I™ Group by Funetions

Address Name Block Address | # Instr | Avithmetic/Logic Rating
1 [0x418b3a|  DecryptStoredstring 24 18baF 9 33.33
2 |oxd2dias sub_42D135 Oxd2dzce & 37.50
3 |oxeacezz sub_s2C622 Dx42c65a 26 42,31
4 |Ox4Zasbc sub_42AABC 0x4Zaaf@ 31 45,16
5 |Oxd4Zaces sub_4zACeEs Ox4zb10% 128 4,06
6 |mxA2ar7e sub_32A77E Dxd2a7c2 9 55.56
7 |oxazaces sub_42ACes GxdZadiF 127 64,57
5 |Ox4zachc sub_+2AABC Ox4zaacd is 53.33
g |owz3336 sub_423336 02423376 B 50.00
10 | 0x42a708 | _someRandomFunction Ox4za7Zz3 i 54,55
11 | 0x42a708 | _SemeRandomFunction Ox42a5e6 14 57.14
12 | (422708 | _SomeRandomFunction Ox42a59% 14 57,14
13 | Ox418bd0 sub_+18600 Ox418bes iz 33.33
14 |0x42daZs sub_42DA35 Oxdzdarf & 50.00

Found Crypto Signatures

CRC 32 Generatar
AES inverse box
AES forward box

~ Fraunhofer




IDAscope: Features
3) Crypto Identification

B |dentification of cryptographic/ compression routines

Based on ratio of arithmetic/ logic instructions to all instructions in a basic block

Approach described in , Dispatcher: Enabling Active Botnet Infiltration using Automatic Protocol Reverse-
Engineering” by Juan Caballero et al.

Arithretic/Logic Heuriskic

ArithLog Rating: |3|:|.|:||:| J |1|:||:|.|:||:| [ Exclude Zeroing

Basic Blocks size: IS ¥ Looped Blocks orly

Bllowed calls: I i

sub_42ACES ox42b109 128 6406
77777777 sub_#2A77E Ox42a7c2
sub_42ACES Oxd2adif
sub_42AABC x42aacd

sub_423336 05423376

Example: Citadel string decryption.

127 64,57

L

£
o |0x423336

8 50.00

il e =

loc YW18BAF: . . . o .
nou edx, [eax+4] 1) 3 Aritloglnstructions /9 Instructions = 33% rating

Mmovzx 2) 9 instructions
' 3) 0 calls
4) Is a looped basic block

=> Matches above parameters

\
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simpliFiRE.IDAscope

Future Plans

\
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IDAscope: Future Plans
4) Threads / Function Relationship

B Threads and function call chains are a good indicator of functionality
A ,big picture” would be very helpful.

My opinion: We need something better than this (WinGraph) or step by step navigation via xrefs.

—— =1

e S —

SEo N —= = .

Same function scope as IDA graph (IDAPython API has limited graph support), not much better:..

N\
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IDAscope: Future Plans

4) Threads / Function Relationship

B Threads and function call chains are a good indicator of functionality

Same displayed as tree, generated with Alex’ script [4]

CreateThread Call 0x40bc39 sub_41278F
StartAddress (IpStartAddr) sub_412757
sub_40B868 sub_42EC57
sub_40EFD1 sub_429426
memset_0 strlen_1
sub_412CCD * Call StringFromGUID2
SomeCrypto * Call CreateMutexW
DecryptBaseConfig sub_42DCD7
memcpy_0 * Call WaitForSingleObject
CustomRc4 * Call CloseHandle
strlen_0 sub_4110E9
MultiByteToWideChar_0 sub_412C33

* Call MultiByteToWideChar
PathCombineW_0
* Call PathCombineW
sub_42E8FC
* Call RegOpenKeyExW
sub_42E87F
* Call RegQueryValueExW
alloc
* Call HeapAlloc
* Call RegQueryValueExW
HeapFree_0
* Call HeapFree
* Call RegCloseKey
sub_42B5EA
sub_42AB6F
sub_42AABC
sub_42AC65
sub_41115A
sub_41117C
sub_411268

* Call PathRenameExtensionW
* Call PathRemoveFileSpecW
sub_4303C9
* Call PathSkipRootW
* Call GetFileAttributeswW
* Call CreateDirectoryW
sub_42DC0OC
sub_42B9CE
* Call GetCurrentThread
* Call OpenThreadToken
* Call OpenProcessToken
* Call LookupPrivilegeValueW
* Call AdjustTokenPrivileges
* Call GetLastError
* Call CloseHandle

* Call ConvertStringSecurityDescriptorToSecurityDescriptorW

* Call GetSecurityDescriptorSacl
* Call SetNamedSecuritylnfow
* Call LocalFree

* Call GetFileAttributesw

Header

Mew ltem
w Mew ltem
Mew Sub Item
w MNew ltem
w Mew Sub ltem
Mew Sub Item
Mew Sub Item
MNew ltem
B MNew ltem
Mew ltem

Use a TreeWidget
for rendering?

[4] http://hooked-on-mnemonics.blogspot.com/2012/08/ida-thread-analysis-sript.html

\
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IDAscope
Conclusion

W Start using it! ;)
Repository at

http://idascope.pnx.tf
https://bitbucket.org/daniel plohmann/simplifire.idascope

| report about updates

in my blog: http://blog.pnx.tf

on twitter @push pnx

Alex has a blog, too: http://hooked-on-mnemonics.blogspot.com

B Send feedback or ideas for improvement!

idascope@pnx.tf

\
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