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A little about me  

• Senior Vulnerability Researcher in COSEINC  

• Mobile developer  

• Hacker  
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Why via Memory corruption? 

• it is unlikely that one will find a stack based overflow in the 

last editions of IE  

 

• If I am not mistaken, No stack based overflow was found in IE 

in the last 2 years  
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So what  Microsoft fix in patch Tuesday ? 
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 Microsoft Internet Explorer Multiple Vulnérabilités  

 2012-04-10 

• 1) An unspecified error in the Print feature can be exploited by tricking 
a user into printing a specially crafted HTML page. 

 

• 2) An error in JScript9 when accessing an already deleted object can be 
exploited to corrupt memory. 

 

• 3) A use-after-free error in the handling of the "innerHTML" property 
during an "onReadyStateChange" event may result in accessing an 
already deleted object. 

 

• 4) A use-after-free error in the handling of the "select All()" function can 
be exploited to dereference already freed memory. 

 

• 5) A use-after-free error in the handling of CTagFactory objects can be 
exploited to dereference already freed memory. 
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Memory corruption bugs 
 

Bugs in any kind of program can be divided into two categories 

 Bugs which cause visibly incorrect behavior as soon as the 

incorrect code Executes 

 bugs which corrupt state (variable values, data 

structures, files, etc.) such that correct code behaves incorrectly 

later on.  

 

  Bugs in the former category are usually easy to find and 

fix, since you can simply trace the execution of the code up to the 

point of the incorrect behavior and see which piece of code failed. 

Bugs in the second category are often much harder to find, since  

there is no simple way of determining where the state of the 

program was  corrupted. 
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Why to hunt Memory corruption bugs? 

Fame  

Hack systems  

For the money  

Challenge /fun  
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0DAY Broker 
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 A'll Bout The Money 

's all 'bout the dun dun du du du dum 

• Adobe JBIG2 exploit was sold for $75k (Twitter, I think) 

• $75K = ~ $512K CNY 

• Would you “do the right thing” for free when you could 

“do the wrong thing” for 5-6 years salary? 
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Rough price list for zero-day exploits 
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Memory corruption in the heap 
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Windows heap manager 



 
Private & Confidential           

Property of COSEINC 

Front/back end allocator  
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Heap Allocation API 

malloc  

new operator 

LocalAlloc 

HeapAlloc 

VirtualAlloc 

GlobalAlloc  
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How to hunt for Memory corruption? 

i. Fuzzing 

ii. Binary auditing 

iii. Surfing the web   
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Binary auditing 
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                                    Fuzz Fuzz Fuzz 
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Programmer bug is hacker gold 
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Exploitation of Use After Free  

• Referencing memory after it has been freed 
can cause a program to crash, use 
unexpected values, or execute code. 
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Step 1 
Free Object in memory  
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Step 2 
Spray and Fill the free object with 0x41 
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Step 3  
Trigger the object  
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CVE-2010-0248 

Free object 

Spray the freed Object 

Trigger/Use object  
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Spray the Free Object (video) 
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Code Execution Redirection(video) 
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I have a crash…. 

NULL REFERNENCE OR EXPLOITABLE? 
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 Application Verifier tool 

• Page heap works on the basis of surrounding 
the heap blocks with a protection layer that 
serves to isolate the heap blocks from one 
another. 

• Page heap runs in two different modes: 
normal page heap and full page heap 
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 Application Verifier Tool 
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Normal Page Heap 

• Uses fill patterns in an attempt to detect heap block 
corruptions. 

• The utilization of fill patterns requires that another 
call be made to the heap manager post corruption so 
that the heap manager has the chance to validate the 
integrity  

    (check fill patterns) of the heap block and report any 
inconsistencies.  

• Additionally, normal page heap keeps the stack trace 
for all allocations, making it easier to understand who 
allocated the memory.  
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 what a heap block looks like 
when normal page heap is turned on. 
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_DPH_BLOCK_INFORMATION 
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Full Page Heap 

• In addition to its own unique fill patterns, full 
page heap adds the notion of a guard page to 
each heap block. 

 

• A guard page is a page of inaccessible memory 
that is placed either at the start or at the end of a 
heap block. Placing the guard page at the start of 
the heap block protects against heap block under 
runs, and placing it at the end protect against 
heap overruns. 
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 what a heap block looks like 
when full page heap is turned on. 
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Why not always run with full page heap 
enabled? 

• full page heap is very resource intensive.  

    full page heap places one page of inaccessible 
memory at the end (or beginning) of each 
allocation. If the process you are debugging is 
memory hungry, the usage of page heap 
might increase the overall 

    memory consumption by an order of 
magnitude.  
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Heap Spray via Debugger 
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How did I Simulate allocation via debugger? 
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How did I Simulate  free via  
Debugger ? 
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Scripter-> template generator for use after 
free exploitation  
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Log allocation 
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Live Demo  


